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BeeneHue B ceteBble TexHosornu (ITN) O6bem un
nocrieaoBaTefibHOCTb

Llenesasa aygutopus

YyebHbint nnax Cisco Networking Academy® CCNAV7 npefHasHayeH A5 y4acTHUKOB, KOTOpbIe ULLYT paBoTy HayanbHOro YpoBHS B
otpacnu VKT unun HagetoTcs BeINOMHUTL NPeABapuTenbHbIe YCIoBMA Ana nonyveHns 6onee cneuyanuaMpoBaHHbIX HaBbIKOB B
obnactu VIKT. YuebHasa nporpamma CCNAV7 npeactaBneHa B Tpex cemecTtpax: BeegeHue B cetesble TexHonorum (ITN), Begerve B
KOMMYyTauusi, MmapLupyTusaumsa n 6ecnposogHeie cetn (SRWE) n KoprnopaTtueHele cetu, 6e3onacHocTe u aBTomatunaauusa cetn (ENSA).
3T Tpu cemecTtpa obecnevmBaloT BCECTOPOHHMI OXBAT TeM No paboTe ceTen (B TOM YMCre OCHOBHbIE NpuHUMNGI IP-mapLupytusauun
1 KOMMYyTaLumn, 6e3onacHOCTb CeTU U CryXObl, NporpaMMMpoBaHne 1 aBToMaTusauns ceTen), NpegocTaBnas y4allMMcs LMPOKNe
BO3MOXHOCTM MOSyYEHNS MPaKTUYECKOro onbITa U MOBbILLEHWS NpodeCcCMoHanbHoM KBanudukaumm.

OTa nporpaMma noaxoAuT ANs y4YaLuMXcsl C camblM pa3HbIM YPOBHEM 06pa3oBaHMs U pasnuyHbIX y4ebHbIX 3aBefeHuUiA, cpeam KOTopbIxX
cpenHss wkona (Ha 6a3e kak A4eBATU, Tak U OAMHHAALUATMW NET), YHUBEPCUTETbI, KONNEemxu, NPodeccuoHasbHble N TEXHUYecKue
yyunuua.

MpenBaputenbHble TpeboBaHMs
[ns aTol nporpaMMbl NpeaBapuTenbHble TpeboBaHUA He NpesycMoTpeHbl. CTyAeHTbl 4OMKHBI 06afaTh CreayloLMMY HaBbIKaMu.
e  CKOPOCTb YTEHUS Ha YPOBHE CpPeaHE LLKOMbI

e ba3oBas KOMNbIOTEPHAS IPaMOTHOCTb

BbasoBble HaBblkM B3anmMogencTeus ¢ onepaunoHHon cuctemon MK

e bBa3sosble HaBblkv paboTbl B VIHTepHeTe

OnuncaHue yyebHoM nporpamMmmel

B pamkax aTon y4e6Hom nporpammel cTyaeHTbl Ceteson akagemum Cisco™ cmoryT pasBuTb HaBblKM A9 NOArOTOBKM K paboTte B
GyayLleM 1 3arnoXunTb OCHOBbI ANS YCMELLHOW Kapbepbl B 00NacTu ceTeBbIX TEXHOMOMMI 1 AanbHeNnLlero o6y4yeHusi o aTomy
HanpasneHuio B BbicLeM y4yebHoM 3aBefeHumn. C NoMOLLbI0 BuaeoMaTepmarnoB Y UHTEPaKTMBHOW y4ebHOW cpeabl OHU nsy4aT
ocHoBHble npuHUUMbl CCNA 1 Hay4aTCa NPUMEHSITb UX Ha MPaKTUKE, BbINOSHAS PasnuyHble NpakTuYeckue 3agaHns v ynpaxHeHus no
MOZENMPOBaHNIO, KOTOPbIE 3aKPENST NOMyyYeHHbIe HaBblkW. 10 3aBepLLEeHUN BCeX TPeX KypCcoB crnyliateny byayT rotoBbl caatb
cepTudmKaumnoHHbI ak3ameH Cisco CCNA.

Mporpamma CCNA 7 HanpaBneHa Ha U3y4yeHne BCeX MOHATUIA M3 06nacTu ceTeBbIX TEXHOMNOMI — OT CETEBbLIX NMPUINOXEHUI 0
NPOTOKOSOB U CNyX6, KOTOPbIE NPEAOCTABMATCA 3TUM NPUNOXEHUSM. Mpu 3TOM BbipabaTbiBalOTCA TakkKe COOTBETCTBYHOLLME HABbIKU
yrnpaeneHus. Yyawmecs HauHyT ¢ 6a30BbIX CETEBbLIX CUCTEM U MOCTEMNEHHO K KOHLY MPorpaMmMbl NepenayT Kk 6omnee CnoXxHbIM
KOprnopaTuMBHbIM U TEOPETUYECKUM CETEBLIM MOLENSAM.

CCNAV7 xapakTepusyeTcs crieQytoLlwmmMmm 0COOEHHOCTAMU:
e B coctaB yuebHon nporpammsl CCNAV7 BxogaT 3 Kypca.
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¢ OHn oxBaTbIBAKOT BCE KOMMETEHUMM, HEOOX0aAMMbIE AN caaym cepTudmKkaLmoHHoro akdameHa CCNA.
o Kaxgbl Kypc COCTOUT U3 HECKOMNbKNX Moaynen. Kaxxasin mogynb pa3buT Ha TEMbI.

e B Moaynax genaetcsa akUeHT Ha KpUTUYECKOM MbILLMEHUW, pPELLEHNN 3a4aY, YMEHUN COTPyOHNYaTb, a TakKKe Ha NPakTU4eCKOM
npUMeHeHNN HaBblKOB.

o Kaxpgas Tema 3aBepLUaeTCs MHTEPAKTUBHBIM TECTOM «[1poBepka 3HaHWUM» UMW APYTMM MPOBEPOYHBIM 3a4aHNEM, HanpuMep
nabopatopHon paboton unu ynpaxHeHmem Packet Tracer. MpoBepoyHbie paboTbl Ha ypoBHE TEM NpegHa3HavYeHbl Ang Toro,
YTOObI CTYAEHTBI MO OLLEHUTb, XOPOLLO MM OHM YCBOUNW MaTepuan TeMbl Unv He06XxoaMMO NOBTOPUTL €€, NPeEXae Yem
ABuratbcs aanblue. Takum o6pa3om OHWM MOTyT NPOBEPUTL CBOW 3HaHUS elle A0 caavm aAnddepeHunpoBaHHOro Tecta unm
3k3ameHa. TeCTbl Ha MPOBEPKY 3HAHUIN HE BNUSIIOT HA OKOHYATENbHYI0 OLEHKY CTyAEeHTa.

e Yyalimecs nsyyatT OCHOBbl MapLUPyTU3aLIMN U KOMMYTaLMKU 1 NepeaoBble TEXHOMNOrMn u rotoBsTcs K ak3ameHy Cisco CCNA.
OHu Takke Nony4alT BO3MOXHOCTb MPOOOIIKUTE U3yYeHNe CeTeBbIX TEXHOMNOrMM B BbiCLLeM y4ebHOM 3aBeAeHUN Unm HavaTb
paboTtaTb B cchepe UKT.

. ﬂpVIHLI,VII'IbI CeTeBOro B3anmMoaencTBusa onncaHbl NPOCTbIM A3bIKOM, NOHATHbIM y4YallnMcA noboro YPOBHA, @ UHTEPaKTUBHbIE
ynpaxHeHna no3BoNAT 3aKpennTb NoNTy4YeHHble 3HaHUA.

o Cuctema oueHKN 1 NpakTUYeckne 3aHATUS OPUEHTUPOBAaHbI HA KOHKPETHbIE KOMMETEHLMUW, MOMOras yCKOpUTb OCBOEHWE
maTtepwuana n obecneunTb rmbKocTb 0byyeHus.

. Myanmmep,MVlele cpencTtea O6y‘-leHWi|, Takne Kak sugeomartepuarnbl, Urpbl U KOHTPOJIbHbIE pa6OTbI, Mcnonb3yrT pasfinyHble
cTunun o6yqu|/|ﬂ M NoOMOrarT YCKOpUTb N3y4eHne n ocBoeHne matepuana.

e [Mpaktnyeckue nabopatopHblie paboThl M YNPaXHEHUS HA OCHOBE MOAENMPOBaHUs ¢ ucnons3oeaHnem Cisco® Packet Tracer
CMOCOBCTBYIOT Pa3BUTUIO Yy CTYAEHTOB KPUTUHECKOTO MbILLMEHNS U HABLIKOB PELLEHWS CIOXHBIX NPoGnem.

e BcTpoeHHas cuctema oueHok obecneumBaeT ob6paTHyHO CBA3b AN OLEHKN 3HaHUIM N NPUOBPETEHHbIX HABbIKOB.

e [nsa 3agaHun, BeinonHaeMbix B cpefe Cisco Packet Tracer, TpebyeTcs nocnegHss Bepcus Packet Tracer.

O6opynoBaHue ang nabopaTopHbIX paboT

B cyuiecTBytoLLen Tononorum nabopatopun ncnosns3dyeTcs 06opyaoBaHNe, KOTOPOE NPUMEHSINOCH B NpeAbIAyLLEen BEpCUMU NporpaMmel
(CCNA 6.0), B TOM 4ncne JocTynHa BO3MOXHOCTb MCMONb30BaTb KOMMIEKT 060pyaoBaHMs, ONMCaHHbI HKe (2 maplipyTmusatopa, 2
KommyTaTopa u 1 6ecnpoBogHon mapLpyTtunsaTtop). [na nabopaTtopuii ¢ 6onee CnoXxHoM Tononornen, NOMUMo OrU3NIECKNX
nabopartopuii, B kKa4ecTBe A0MNOMNHUTENbHOW cpeapbl 6yaeT 3agencteoBaH moaynb PT. Moagpo6Has nHdopmauma 06 obopygoBaHuu,
ucnonb3yemom B npeabiayLien sepcum CCNA 6, Bknioyast onvcaHvue n Homepa no KaTtanory, npuseaeHa B cnvcke o6opyaoBaHms
CCNA, koTopbiln focTyneH Ha Beb-cante Cisco NetAcad.

Ba3oBbI KOMNNEKT 060pyAOBaHMUA:

e 2 mapuwpyTtusaTtopa ISR4221/K9

e 2 xommyTaTopa Catalyst WS-C2960+24TC-L

e 1 6ecnpoBogHon mapLUpyTusaTop (ntoboi mapku) ¢ nogaepxkon WPA2
e  CoeauHutenbHble kabenu Ethernet

e [K: MMHUManbHbIE CUCTEMHbIE TPEOOBaHNSA

o U Intel Pentium 4, 2,53 'y, unn paBHOLEHHbIN ©

o OC: Microsoft Windows 7, Microsoft Windows 8.1, Microsoft Windows 10, Ubuntu 14.04 LTS, macOS High Sierra n
Mojave

o3Y:4Tb

YKecTtkun gnck: 500 MB cBo6ogHOro npocTpaHcTea

PaspeweHune gucnnes: 1024 x 768

LWpudTel ¢ nogaepxkon Unicode (Mpu NpocMOTpe Ha APYIMX A3blKaX, OTIIMYHbBIX OT aHIMMINCKOro)

o AkTyanbHble BEpCuM JpaiBePOB BMAeoaganTepa 1 0OGHOBNEHNST ONEPALMOHHON CUCTEMDI

O O O O

e [logkntoveHue Kk MIHTepHeTy And nabopaTopHbIX 1 y4eOHbIX KOMMBIOTEPOB
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e [lononHutenbHoe obopynoBaHue ans nogknoyveHns Kk WLAN

o 1 NPUHTEP UnNn MO®Y nns coBMeCTHOro MCMNosib30BaHMsA B knacce
o >KenaTenbHo ncnonb3oBaTb Ha na6opaToprlx 3aHATUAX CMaPTOHbI U NaHLWeTbl

MporpammHoe obecneyeHue:

e Bepcuu Cisco 10S:
o Mapuwpytunsatopsl: I0S XE 15.0 unu 6onee no3gHen sepcum, Habop yHKLMOHanbHbIX BO3MOXHOCTel IP Base.
o Kommytatopsl: IOS 15.0 unu 6onee nosgHen sepcumn, Habop yHKLUMOHanNbHbLIX BO3MOXHOCTel lanbaseK9.

e Packet Tracer 7.3

e CepBepHoe nporpammHoe obecnevyeHne ¢ OTKPbITbIM UCXOAHBIM KOAOM:
o [Onsa pasnuyHbix cnyx6 n npotokonos, Hanpumep Telnet, SSH, HTTP, DHCP, FTP, TFTP n T. A.

® KrnueHTckoe nporpamMmHoe obecneyeHne ¢ OTKPbITbIM MCXOAHbIM kogoMm Tera Term, paboTatowee yepes npotokon SSH, ans
nabopatopHbix K.
® [locnepHsas Bepcusa Oracle VirtualBox.

® Wireshark 2.5 unu 6onee nosgHen sepcun.

CCNAVv7 BeegeHue B ceteBble TexHonormum (ITN) MNMnax

MepsbIn Kypc B yyebHon nporpamme CCNA 3HakomMuT criyliaTenemn ¢ pasnuyHbiMn apxXMTeKTypaMmm, Mogensmm, NpoTokonamm un
CeTeBbIMY 3reMeHTaMu, KOTopble ob6ecneyunBaloT CBsi3b MeXAy Nofb3oBaTensMm, yCTpOMCTBaMu, NPUIOXKEHNSAMU U AHHBIMU B
WHTepHeTe 1 niobbix COBPEMEHHBIX CETSAX, B TOM Ynche ¢ IP-agpecaunen n ocHoBHbIMK NoHATMAMK Ethernet. K 3aBepluenuio kypca
CTYAEHTbI Hay4YaTCsl NPOEKTUPOBaTh NPOCTbie nokanbHble cetn (LAN) ¢ ncnonb3oBaHnem cxem IP-agpecaumm n 6a3oBbixX KOHLEMLMNA
6e30nacHOCTH, a Takke BbIMONHATL 6a30BYH0 HACTPOWMKY MapLUPYTU3aTOPOB 1 KOMMYTaTOPOB.

Hwxe npvBeaeH Tekywuin Habop Moaynen 1 CBA3aHHbIX C HUMW KOMNETEHLUMI B paMKkax 3Ton yyebHowm nporpammbl. Kaxxgein moaynb
npeacTtasnsdeT cobon KOMMNEKCHbIN y4ebHbIN 6ok, KOTOPbIN BKtovaeT B cebs yyebHble maTepuansl, 3aaaHns 1 NPoBepoYHble paboThl
AN pasBUTVA onpegeneHHoro Habopa KoMmneTeHUMn. Pasmep Moaynsi 3aBMcuT oT ob6bema 3HaHui 1 HaBbIKoB, Tpebyemoro Ans
OCBOEHWS TON 1Ny UHOM komneTeHumnn. OTaenbHbIE MOAYNN CYMTAIOTCS OCHOBHBIMM, W NPEACTAaBIEHHbIE B HUX MaTepuarbl, XOTH U He
OLEHMBAIOTCH OTAENbHO, HEOOXOANMbI ANA HAANEeXaLlero N3y4eHns Tex NOHATUIA U MPUHLMMOB, KOTOPbIE OXBaTbiBaeT
cepTudukaunoHHbIn ak3ameH CCNA.

CCNAv7 BeepgeHue B ceteBble TexHonoruu (ITN) Mnan

Moaynb Tema 3apava

CoBpeMeHHble OBBACHUTBL NPUHLUMBLI PaboThbl COBPEMEHHbIX CETEBbIX
ceTeBble TEXHOMNOTUN.

TEXHO0ormmn

BnusiHne cetent Ha xu3Hb Nntogent | OBbACHUTbL, Kak CETU BMUSIOT HA MOBCEAHEBHYHO KN3Hb.

KomMnoHeHTbI ceTu PacckasaTb 0 npuHUMnax paboTbl ¢ XocTaMu u
CeTeBbIMU YCTPONCTBaAMMU.

npe,El,CTaBﬂeHVIﬂ n Tonosiornm PacckasaTtb 0 npegcraBneHnax ceten u npuHUmnnax nx
ceTen NCNOJ1b30BaHNA B CeTeEBbIX TOMNOJIOrNAX.
OcCHOBHbIE TUMbI ceTen CpaBHMTb OTINNYUTEIbHbIE XapaKTEPUCTUKN OCHOBHbIX

TUMNOB CEeTEN.

NHTepHeT-nogknoyeHns O6BACHUTD, KaK BbINOMHAETCA NOAKMIOYEHNE K
NHTepHeTy Yepes nokanbHyo Unv rnoGanbHyo ceTb.
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HapgexHble ceTn

MepeuncnuTb YeTbipe OCHOBHbIX TPEOOBaHMS K
HageXXHom ceTu.

TeHngeHuun pasBuTua cetemn

OBBbACHUTBL, Kak pa3nuyHble TEHOEHUUN, Hanpumep
nonutnka BYOD (ucnonb3oBaHne B ohuce COBCTBEHHbIX
YyCTPOWNCTB), cOBMecCTHasi paboTta 4yepe3 NHTepHeT,
BMOEOCBA3b N 0bnayvHble BbIYUCNEHNS, BIIMSIOT Ha
cnocobbl HalLero B3aMMOAENCTBMSA APYr C OPYrOM.

CeTeBasda 6e3onacHOCTb

[atb onpegeneHne OCHOBHbIM yrpo3am 6e3onacHoCTu n
onucaTb peLleHus ans ceTen noboro pasmepa.

Mopaynb

BasoBas
KOHurypaumsi
KoMMyTartopa u
OKOHEYHOro
ycTponcTea

Cneumnanuct B cdhepe UT

Tema

PacckasaTb 0 BO3MOXHOCTSAX TPyAOYCTPOMCTBa B cchepe
CeTeBbIX TEXHONOMMN.

3apava

BbINONHWTL NepBOHAYanbHyO HACTPOWKY, B TOM Yncne
naponen, IP-agpecaunm n napameTpoB Lo3a no
YMOMYaH1I0, CETEBOrO KOMMYTaTopa Y OKOHEYHbIX
YCTPOWCTB.

Hoctyn k Cisco 10S

OBBACHMTDL, Kak NONyYnTb JOCTYN K YCTPOWCTBY NOA
ynpaeneHnunem Cisco IOS gns HacTpowku.

Hasurauns no 10S

OBBbACHMTB, Kak HacTpanBaTb CeTEBLIE YCTPONCTBA B
Cisco 10S.

CTtpykTypa KkomaHzg

Onucatb CTpYKTYypbl KOMaHA B MPOrpaMmMHOM
obecneyeHun Cisco 10S.

basoBada HacTpolika yCTpoOnCTB

BbINOMHWTL HACTPOKMKY YCTPOWCTB Nog ynpasrneHuem
Cisco I0S c nomoLubto nHTepdenca kKoMaHaHON CTPOKM.

CoxpaHeHune KoHurypauuim

CoxpaHnTb TEKYLLYI0 KOHOUTYpaLUIO C MOMOLLbHO
komaHp |0S.

MopTbl M agpeca

O6BACHUTL MPUHLWMBI 0GMEHa AaHHBIMU MEXAY
YCTpOMCTBaMU B CETEBbLIX Cpeaax.

Hactpoiika IP-agpecauun

BbinonHuTb HacTpouky IP-agpeca xocT-ycTponcTBa.

Moaynb

[MpoTokonkl 1
mMoZenu

MpoBepka NoaKnYeHNs

Tema

BbINOMHUTL NPOBEPKY MOAKMIOYEHUSI MeXAY ABYMS
OKOHEYHBLIMW YCTPOUCTBaMMU.

3apgaua

O6BACHUTDL MPUHLMMBI MOAKIMIOYEHUS YCTPOWCTB K
noKasibHbIM U yAaneHHbIM CeTEBbIM pecypcam Mo
CeTeBbIM NPOTOKOsIaM.

MpaBuna

OnucaTtb TUnMbI npasun, HeOGXO.ElI/IMbIX Onga ycnewHoro
obmeHa AOaHHbIMW.
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MpoTokonsbl OB6BbACHUTL, NoYeMy Npyu 0OOMeHe AaHHbIMUK B CETH
Heobxo4MMbl MPOTOKOSbI.
Habopbl npoTokonos OB6bACHUTL Ha3HavyeHne HabopoB NPOTOKONOB.
OpraHusauum no OOBACHUTL ponb OpraHM3aumii No cTaHaapTU3aLmm B
CTaHgapTu3auum C034aH1M NPOTOKOSIOB ANS B3aUMOAENCTBUSA CETEN.
3OTanoHHble Mogenu OOBACHUTBL NPUHLMMLI Ucronb3oBaHus mogenen TCP/IP
n OSI| gns ynpoLleHnss ctaHaapTM3auum B npouecce
obmeHa gaHHbIMMN.
MHkancynaumsa gaHHbIX OOBACHUTB, KaK TEXHOMOIMA UHKaNcynsauum no3sonsaeT
nepegasaTb JaHHbIE MO CETU.
[ocTyn K 4aHHbIM OOBACHUTD, KaK fNoKarnbHbIe XOCTbl MOMy4YatoT JOCTYN K
nokarnbHbIM pecypcam B CETMU.
Moaynb Tema 3apgava
Pusnyeckmn OBBACHMTB, Kakum 06pa3om NPOTOKOSbI U CETEBLIE
YPOBEHb cpencTBa NoAKNoYeHNsa prusn4ecKoro ypoBHS
peanusyloT CBA3b B CETAX Nepeaayn OaHHbIX.
HasHauyeHune msnyeckoro OnucaTtb HasHayeHne u PyHKLUUM PU3NYECKOTO YPOBHS B
YPOBHS ceTun.
XapakrepucTukmn usnyeckoro [Mepeuncnutb TEXHUYECKME XapaKTEePUCTUKM
YPOBHS HU3N4ECKOro ypoBHS.
MepHble kabenu [MepeuncnnTb OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKN
Me[HbIX kKabenen.
Kabenn UTP O6BACHMTD, Kak ncnonb3ytTes kabenu UTP B ceTsx
Ethernet.
OnTOBOMNOKOHHLIE Kabenn MepeuncnuTb TEXHUYECKNE XapaKTEPUCTUKM
OMTOBOJTOKOHHbIX Kabenen n X OCHOBHbIE
npenmMyLLecTsa Mo CpaBHEHUIO C APYrMMU cpefamu
nepegayv SaHHbIX.
BecnpoBofHble cpeapbl nepefayn | BbiNONHWUTL NOAKMOYEHWE YCTPONCTB MPOBOAHBIM U
JaHHbIX ©ecnpoBoaHbIM cnocobamu.
Moaynb Tema 3apgaua
Cucrtemsl lMpeobpasoBaHue Yncen Mexay AEeCATUYHON, JBOUYHOWN
CUMCIEHMS M LWecTHaguaTepUYHON cMcteMamu.
[Bon4Hasa cuctema cymcneHus BbinonHnTbL NpeobpasoBaHme Yncen Mexay 4eCATUYHON
1 ABOWYHOM cUCTEMAMMU CHUCTIEHUS.
LecTHaguaTepuyHas cucrema BbinonHuTb npeobpasoBaHne Yucen Mexay AeCATUYHOW
cyncneHuns 1 WecTHaguaTepUYHONn CUCTEMaAMMN CHUCTIEHNS.
Mopaynb Tema 3apgava
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KaHanbHbIN
YPOBEHb

O6BbACHUTD, KaK ynpaBneHve AOCTYMNoM K cpeae
nepegayy AaHHbIX Ha KaHanbHOM YpOBHE obecrieumBaeT
06MeH AaHHbIMU MEXAY CETAMM.

HasHayeHune kaHanbeHoro YPOBHA

OnucaTb Ha3HavyeHue n (byHKLI,VIVI KaHalribHOro ypoBHA
Mpv NMOAroTOBKE K Nepeave AaHHbIX B OnpeaeneHHbIX
cpenax.

Tononorun

CpaBHUTb cnocobbl ynpaBneHust JOCTYMNOM K cpeae
nepenayv AaHHbIX B TOMOMOMMSAX rnoGanbHbIX 1
noKasbHbIX CEeTe.

Mopaynb

KommyTauus B
ceTtsax Ethernet

Kagp kaHana nepefayv gaHHbIX

Tema

OnucaTb XxapakTepucTUKM U YHKLMK Kagpa KaHana
nepegayv AaHHbIX.

3apava

O6BbsACHMTD, Kak paboTaeT Ethernet B kommyTupyemon
ceTu.

Kagp Ethernet

O6BACHMTD, Kak cBa3aHbl nogypoBHM Ethernet n nons
Kagpa.

MAC-agpec Ethernet

Onucatb MAC-agpec Ethernet.

Tabnuua MAC-agpecos

O6BbACHUTL, Kak koMMyTaTop co3gaeT Tabnuuy MAC-
afpecoB 1 nepecblnaeT Kaapsbl.

Moaynb

CeTeBol YpOBEHb

CkopocCTb 1 cnocobbl NepechIku
Ha KOMMYyTaTopax

Tema

OnucaTb cnocobbl NepecbIfikn KagpoB KOMMYTaTOPOM U
AOCTYMHbIE HACTPOMKM NOPTOB HA KOMMYyTaTopax
YPOBHSA 2.

3apava

OOBACHUTD, Kak MapLpyTn3aTopbl UCMOJIb3YHOT
NPOTOKOJIbl N CEPBUCHI CETEBOIo YPOBHA O5lA
obecnevyeHnsa CKBO3HOro MOAKITHYEHUS.

XapaKkTepucTuku ceTeBoro
YPOBHS

O6BbACHUTD, Kak |IP-NpoTOKOMblI CETEBOrO YPOBHS
obecrneyvBaloT HagexHylo nepedavy faHHbIX.

Maket IPv4 OBBACHUTB, A1 YEro HYXXHbl OCHOBHbIE NMONSA
3aronoBkoB B nakete |Pv4.
MNakeT IPv6 OBBACHUTD, AN YEro HYXXHbl OCHOBHbIE MO

3arofioBkoB B nakete |IPv6.

MeToabl MapLlpyTtmsaumn Ha
XocTax

OOBBbACHUTD, Kak ceTeBble yCTpOVICTBa MCnonb3yroT
Tabnuubl MapLupyTtusaunn ana nepecbiyikm nakeTtos B
CeTb Ha3Ha4eHunA.

Moaynb
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Tabnuubl MapLIpyTU3aUmMn Ha
MmapLupyTu3aTopax

Tema

OGBbACHUTDL, 3a YTO OTBEYaloT Mnons B Tabnuue
MapLLpyT13aLMm1 Ha MapLIpyTHU3aTope.

3apgaua
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IPv4-appecauuns

PaspelueHune O6bsAcHUTL, kak ARP 1 ND obecneuunBaoT o6MeH
agpecoB AaHHBIMY B JTOKaNIbHOW CETW.
MAC- u IP-agpeca CpaBHutb ponn MAC- u IP-agpecos.
inpoTtokon ARP O6BACHMTBL Ha3HaYeHWe NPOTOKOMa pa3peLleHns
appecos (ARP).
obHapyxeHue cocega PacckasaTb 0 npuHUMnax obHapyxeHusi cocegen npu
ncnonb3oBaHuKM npotokona IPv6.
Moaynb Tema 3apgava
BasoBas Peanusauns ncxogHelx napameTpoB MapLupyTusatopa u
KOHdurypauus OKOHEYHbIX YCTPOWCTB.
MapLupyTusaTopa
lNepBoHavanbHasa HacTpowka BbINonHATL NEpBOHaYarnbHy0 HaCTPONKY
MapLupyTusaTopa MapLupyTusaTopa noj ynpasrneHmem onepaunoHHON
cuctemsl Cisco I0S
HacTtpolika nHtepdencos BbINONHUTL HACTPOKKY ABYX aKTUBHbIX MHTEPEENCOB Ha
mMapLpyTtusaTtope nog ynpasnexumem Cisco |0S.
HacTtpolika wnto3a no BbINOMHUTL Ha YCTPONCTBAX HACTPOWMKY LUMO3a Mo
YMOMNYaHuio YMONYaHMI0.
Moaynb Tema 3apava

Beiuncnenmve cxembl yctponctea nogceten IPv4 ans
9h(pEeKTUBHOIrO CErMEHTUPOBAHNSA CETMU.

CrtpykTtypa agpeca IPv4

Onucatb cTpykTypy agpeca IPv4, B TOM yncne ceTeByto
YacTb, YacTb XOCTa M MackKy noaceTu.

OpHoagpecHas,
LIMpOKoBeLLaTeNbHast 1
MHoOroagpecHasi paccoinka |IPv4

CpaBHUTb XapaKTepUCTUKN N CNOCODbI MCNONb30BaHUs
agpecos IPv4 ons ogHoagpecHom, lWMpokoseLaTensHOM
N MHOroagpecHOI pacchbIfku.

Twvnbl agpecos IPv4

OBBACHMTB Ha3HavYeHne 0BLWeAO0CTYMHbIX, YACTHBIX U
3ape3epBMpOBaHHbIX agpecos |IPv4.

CermeHTauus cetun

OO6BbACHUTB, NOYeMy pasfefnieHne Ha CerMeHTbI-NoaceTH
noBblwaeT 3PEKTUBHOCTL Nepeayn AaHHbIX.

Paspgenenuve cetun IPv4 Ha
noaceTtn

BeinonHuTb pacdet noaceten IPv4 ans npedukca /24.

PaspneneHue Ha noacetn ¢
npedwvkcom /16 n /8

BbinonHuTb pacyeT nogceten IPv4 gna npedgukcos /16 n
/8.

Pa3sgeneHne Ha noaceTu ans
COOTBETCTBUS TPeOOBaHUAM

BHeaputb cxemy agpecaunn IPv4 ¢ y4eTOM nmeroLmnxcs
TpeboBaHW K pa3gernieHnto Ha MoACETH.

Macka nogceTn nepemMeHHom
ONUHBI

O6bACHUTD, Kak co3gaTb rMbkyto cxeMy agpecaumm ¢
NMOMOLLBIO Macku nogceTv nepemeHHon anvHel (VLSM).
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Mopaynb

IPv6-agpecauus

CTpykTyprpoBaHHOE
NPOEeKTUpPOBaHMe

Tema

BHeapuTb cxemy agpecalmm Ha OCHOBE MacKku nNoaceTu
nepeMeHHOW OJIVHbI.

3apava

BHegpuTtb cxemy agpecauum IPV6.

Mpobnemebl ¢ npoTokonom IPv4

O6bsACHUTL HEO6X0ANMOCTL MCMONb30BaHNS agpecaunn
IPv6.

IPv6-agpecauus

Ob6bsACHUTL, Kakon BUA umetoT agpeca IPv6.

IPv6-agpeca: Tunbl

CpaBHUTb TUNbI ceTeBbIX agpecos IPv6.

CraTtunyeckasi HacTponka
rnobanbHbIX AMHAMNYECKUX
agpecoB Ans ogHoagpecHomn
pacchbINKn 1 AUHAMUYECKM
HacTpavBaemble fNoKasnbHble
agpeca kaHana.

O6bscHUTE, Kak HACTPOUTb CTaTMyeckme rnobarnbHble
ofHoagpecHble N NnokarnbHble ceTeBble agpeca IPv6.

OdvHamnyeckas agpecaums ans
rnobanbHbIX AMHAMNYECKUX
agpecoB Ans ogHoagpecHomn
paccbinku IPv6

OBBACHMM KaK BbIMOMHUTE HACTPOWMKY rnobanbHbIX
AVHaMU4YecKkux agpecoB ANs O4HOaAPECHON PacChInku.

HOuHamunyeckasn agpecaums
nokarnbHbIX aapecoB kaHana
IPv6

[dvHamuyeckun HacTpavBanTe nokanbHble agpeca
KaHana.

Agpeca IPv6 ans mHoroagpecHowm
paccChblinKu

OnpepeneHue IPv6-agpecos

Pasgenenuve cetun IPv6 Ha
noacetu

Peanusaumsi cxembl agpecauun pasgeneHHon Ha
nogcetun IPv6-cetn

TpaHCNOpTHbIV
YPOBEHb

Mopaynb Tema 3apgava
ICMP BbINOMHUTL NPOBEPKY CETEBbLIX NOAKMIOYEHUN C
MCMNOSIb30BaHUEM Pa3fNYHbIX MHCTPYMEHTOB.
CoobueHus ICMP OO6BbACHUTD, Kak ncnonb3oBatb npotokon ICMP ans
NPOBEPKN CETEBBLIX NOOKIIOYEHUNA.
TecTupoBaHue npu NOMoLLM ping | BbINOMHUTL NPOBEPKY CETEBLIX MOAKMIOYEHWI NPU
u traceroute nomMoLum ping u traceroute.
Moaynb Tema 3apgaua

CpaBHUTb onepaLmn NPOTOKOIOB TPAHCMOPTHOIO YPOBHS
npu Nogaep>Kke CKBO3HOIO KaHarna CBSA3W.

Mepenada gaHHbIX

OBBACHMTBL Ha3HaYeHne TPaHCMOPTHOIO YPOBHS B
npouecce nepeaayy AaHHbIX NO CKBO3HOMY KaHany.

0O630p npoTokona TCP

O61bsicHeHne xapakTepuctuk TCP.
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0O630p npoTtokona UDP

Ob6bsacHeHne xapakrepuctuk UDP.

Homepa noptoB

O6bscHeHue, kak TCP n UDP ncnonb3ytoT Homepa
NnopToB.

O6MmeH gaHHLIMK MO NPOTOKONY
TCP

O6BACHMTL, KakMm 06pa3om NPOLIECCHI YCTAHOBMEHUS U
3aBeplleHuns ceaHca TCP obecneunBaloT HageXHbIN
obMeH JaHHbIMW.

HapexHocTb 1 ynpaBneHue
NOTOKOM Nepenayvn AaHHbIX

OO6BbACHUTL, Kaknm obpaszom nepeparoTcst 6/10KM OAHHbIX
npotokona TCP u kak nogTeepxgaeTtcs ux
rapaHTMpoBaHHas OOCTaBKa.

OBMeH gaHHbIMK MO NPOTOKOIY
ubP

Onwucatb knneHTckue npoueccsl UDP gnsa yctaHoBneHus
CBS131 C CEpBEpPOM.

OcHOBbI ceTeBOW

Mopaynb Tema 3apgava
YpoBeHb OBBACHUTB, Kak Ha NPOTOKOSbl YPOBHA NMPUIOXKEHUN
NPUNOXEHNI noaaepXKmBatoT paboTy NPUNOXEHUN KOHEYHOro
nosnb3oBaTensi.
YpoBEHb NPUMNOXEHUA, YPOBEHb O6BACHUTBL, Kakum 0bpa3om B3anMOAENCTBYIOT YPOBEHb
npeacTaBneHnsl, CeaHcoBbIN NPUNOXEHWA, CEaHCOBbLIN YPOBEHb 1 YPOBEHb
YPOBEHb npeacTaBneHust, 4Toobl obecnevnTb NPUNOXKEHUSM
KOHEYHOro nonb3oBaTens AOCTyn K ceTeBbIM cryxbam.
OpHopaHroBble ceTu OBBACHUTD, KakK (PYHKLUMOHMPYIOT NPUINOXEHUS
KOHEYHOro nonb3oBaTens B OAHOPAHIOBbIX CETSHX.
MpoTokonbl Be6-Tpadmka un O6BbACHMTD, Kak paboTaloT NpoToKonbl Beb-Tpadmka n
3MNEKTPOHHOW NOYThI 3MNEKTPOHHOW NOYTHI.
Cnyx6bl IP-agpecauun OO6bsACHUTD, kKak paboTatoT npoTokonbl DNS n DHCP.
Cnyx6bl coBmecTHOro goctyna k | O6bsacHUTB, kak paboTalT NPOTOKObI Nepeaayn
hannam annos.
Mopaynb Tema 3apgava

BbINONHWUTBL HAaCTPOWKY PYHKLUIA, NOBbILLAOLWMX YPOBEHb

6e3onacHocTH ©e3onacHoCTH, Ha KOMMyTaTopax U MapLLPYyTU3aTopax.
Yrposbl 6e30nacHOCTU U OBBACHUTE HEOBXOAMMOCTb MPUMEHEHUSA OCHOBHLIX MEp
YS13BUMOCTM ©e30MacHOCTM Ha ceTeBbIX YCTPONCTBAX.
CeTeBble aTaku OnpepenuTb ys3BUMOCTM CUCTEMBI 6€30NMacHOCTM.
3awmTa oT ceTeBbIX aTak MepeuncnnTb OCHOBHbIE METOAMKM CHDKEHMWSI PUCKOB.
ObecneyeHne 6esonacHocTH BbINONHWTBL HACTPOWKY CETEBbIX YCTPONCTB C
YCTPONCTB ncnonb3oBaHUeM YHKLNA AOMOMHUTENbHOW 3aLUuUTbl

ONs oTpaxeHus yrpo3 6e30nacHOCTy.
Moaynb Tema 3apgaua
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OpraHusauus
HebonbLUOoK ceTu

PeannsoBatb NpoekT HEGOMbLUOW CETU C
MCMosib30BaHMEM MapLUpyTu3aTopa, KommyTaTopa u
OKOHEYHbIX YCTPOWCTB.

YcTporicTBa B HEGOMbLLOW CETU

OnpepgenuTb yCTponCcTBa, UCMNOMb3yeMble B HEGOMNbLUIOW
ceTu.

MprnoXxeHns N NPOTOKONbI B
HebonbLoh ceTun

OnpegenuTb NPOTOKOMbI U NPUNOXEHUSA B HEOONBLLON
cetu.

MacwTabunpoBaHune 4o pasmepos
fornee KpynHbIX ceTel

O6BACHUTD, Kak cos3aaTh bornee KpynHyt ceTb Ha OCHOBE
HebOonbLLION.

MpoBepka noaknto4eHns

BbINONHMTBL NPOBEPKY MNOAKMOYEHNS U ONpeaenuTb
OTHOCUTESNbHYK NPOM3BOANTENBHOCTb CETU, UCMONb3YS
BbIXOAHbIE JaHHble KOMaHA ping u tracert.

KomaHabl xocta n 10S

Monyuntb cBeaeHnst 06 yCTPOWCTBax B CETU C MOMOLLbIO
komaHnpg xocta u lOS.

MeToaunkm noucka u yctpaHeHus
Henonagok

I'IepeqmchTb OCHOBHble METOONKM MOUCKa U YCTPaHEHUA
Henonaaok B CETU.

CueHapwuum noncka n ycTpaHeHus
Henonagok

BbINOMHUTL MOUCK U YCTpaHEeHWe Henonazaok ¢
yCTpoWcTBamu B CETU.
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i lrer)re Networking
CIsCco. Academy

CCNAv7
. Switching, Routing, and Wireless Essentials (SRWE)
Ob6bemM 1 nocnegoBaTenbHOCTb

Llenesas ayautopusi

Yye6Hbin nnaH Cisco Networking Academy® CCNAV7 npegHasHaueH [nsi y4acTHUKOB, KOTOPbIE ULLYT paboTy HayanbHOro YPOBHS B
oTpacnu UKT unu HagetoTcsl BINOMHUTL NPeABapUTENbHbIE YCIOBUS AN NonyYyeHus 6onee cneumann3mpoBaHHbIX HaBbIKOB B
obnactu UIKT. YuebHasa nporpamma CCNAV7 npefctasneHa B Tpex cemecTpax: BeegeHune B ceteBble TexHonoruu (ITN), Beaenue B
KOMMYyTauus, MapLupyTmsaums u 6ecnpoBogHeie cetn (SRWE) n KopnopaTueHblie cetu, 6e3onacHocTb 1 aBTomatusaumsi cetn (ENSA).
3T Tpu cemecTtpa obecneymBatoT BCECTOPOHHMWI OXBaT TeM no paboTe ceTen (B TOM YMCrie OCHOBHbIE NPUHLMMLI IP-MmapLupyTmaumm
1 KOMMYyTaLmK, 6e30nacHOCTb CETU U CryXObl, NPOrpaMMMpoBaHME M aBTOMaTU3auUMs ceTel), NpeaoCTaBnss yyYallMMCs LUMPOKNe
BO3MOXHOCTW NOMYYEHNS NPaKTUYECKOro OnbiTa 1 MOBbILLEHWS NPOGECCMOHANbHOW KBanndukaumm.

OTa nporpaMma noaxoauT AJs yHaLmUXcs ¢ caMbiM pasHbiM YPOBHEM 06pa3oBaHust U pasnmyHbIX YHEBHbIX 3aBeeHUiA, Cpeau KOTOpbIX
cpeaHss wkona (Ha 6a3e kak AeBATH, Tak U OAWHHAALATY NET), YHUBEPCUTETbI, KONMEemXu, NPodeccuoHasbHble 1 TeXHUYeckue
yuunuua.

MpeaBapuTenbHble TpeboBaHms
CTyAeHTbl 4OMKHbI yCreLwwHo NponTn Kypc Beeaenne B ceteBble TexHonorumn (ITN) oo Hayana Kypca BeeaeHne B kommyTaumio,
mMapLupyTmsauuio n 6ecnposogHble cetn (SRWE). CTyaeHTbl 4OMKHBI 06nagath cneayowmymn HaBbikamu.

e  YpOBEHb YTEHUSA CpeaHeN LKOSbI.

e basoBas koMNbloTEPHAS rPaMOTHOCTb

e basoBble HaBbIKM B3aMMOAENCTBUS C onepaumoHHon cuctemon MK

e ba3oBble HaBblkv paboTbl B IHTEpHETE

OnucaHune y4ebHoM nporpammbl

B pamkax aton yyebHon nporpammel ctyaeHTbl CeTeBon akagemumn Cisco™ cmoryT passuTb HaBbIKW 41151 MOArOTOBKM K paboTe B
OyAyLleM 1 3anoXunTb OCHOBbI AN YCNELWHON Kapbepbl B 06r1acTu ceTeBbIX TEXHONOMMIN 1 AanbHeNLWwero oby4yeHuns no atomy
HanpasneHuio B BbiclleM y4yebHom 3aBefeHnn. C noMoLLbIo BUAeOMaTePUanoB U MHTEPaKTUBHON Y4eBHON Cpefbl OHW n3ydat
ocHoBHble npuHUMnbl CCNA 1 HayyaTcs NPUMEHSTb UX Ha MPaKTUKE, BbIMOMHAS pa3nuyHble NpakTUYeckne 3agaHns U ynpaxHeHus no
MOZENMPOBaHNIO, KOTOPbIE 3aKPeNsiT NonyyYeHHble HaBblkW. 10 3aBepLUeHNM BCeX TPeX KypcoB criyluatenu 6yayT roToBbl caaTb
cepTudmkaumnoHHbi ak3ameH Cisco CCNA Unified..

Mporpamma CCNA 7 HanpaBreHa Ha n3ydeHune BCeX MOHATUI N3 0611acTu CeTeBbIX TEXHOOMMIA — OT CETEBbIX NMPUIOXKEHUIA OO
NPOTOKOIOB U Cryx0, KOTOPbIe NPeAO0CTaBNATCA STUM NpUNoXxeHnsiM. [Npn aTom BbipabaTbiBaOTCS Takke COOTBETCTBYHOLLNE HABbIKA
ynpaBneHus. Yyalmecs HauyHyT ¢ 6a30BbIX CETEBbIX CUCTEM M MOCTEMEHHO K KOHLYY NMporpamMmbl NnepeiayT K 6onee CrnoxHoiM
KOprnopaTuMBHbIM U TEOPETUYECKUM CETEBLIM MOAENSIM.

CCNAV7 xapakTepusyeTcs CrieayroLmmmM oCoO6eHHOCTAMM:
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¢ B coctas yuebHon nporpammbl CCNAV7 BxogaT 3 Kypca.
o OHuM oxBaTbIBAKOT BCE KOMMNETEHUMMW, HeOBXoanMble Ans caavm cepTnudukaumoHHoro akdameHa CCNA.
o Kaxabli Kypc COCTOUT M3 HECKONbKUX Moayren. Kaxabii Mogysb pa3ouT Ha TEMbI.

o B Moaynsx genaetcs akueHT Ha KPUTUYECKOM MbILLMEHWW, pelleHnn 3agay, YMEeHUN COTpyaHMYaTh, a TakkKe Ha NpakTU4eCcKoM
npUMeHeHN HaBbIKOB.

o Kaxgasi TeMa 3aBepluaeTcs MHTEpPaKTUBHbIM TECTOM «[1poBepka 3HaHWY UK APYTMM NMPOBEPOYHBIM 3a4aHNEM, HanpyMep
na6bopatopHon paboTton nnu ynpaxHeHnem Packet Tracer. lNpoBepoyHble paboTbl Ha YPOBHE TeM NpeaHa3HayeHbl Ans Toro,
4YTOObI CTYAEHTbI MOMN OLEHUTb, XOPOLLO fM OHU YCBOUNW MaTepuan TeMbl UM He06XoAMMO NOBTOPUTL €€, Npexae Yem
ABuraTtbes ganbiie. Takum o6pa3om OHWM MOTyT NPOBEPUTL CBOW 3HaHWSA elle A0 caavun anddepeHumnpoBaHHOro Tecta unm
3k3ameHa. TeCTbl Ha MPOBEPKY 3HAHWUI HE BMAUSIOT Ha OKOHYATENbHYIO OLEHKY CTyAeHTa.

e Yyallmecsi 3yyatoT OCHOBbI MapLUpyTU3aLMmM U KOMMYTaLuUK 1 NepeaoBble TEXHOMOMMUN U rOTOBATCS K 9k3aMeHy Cisco CCNA.
OHM TaKke nory4vatoT BO3MOXHOCTb MPOAOIIKUTL M3YYEHNe CETEBLIX TEXHOMOMIA B BbiCLLEM y4e6GHOM 3aBeeHUN Unn HadaTb
paboTtatb B chepe UKT.

. rlpVIHLWII'IbI CEeTeBOro B3anmMogencTeus onncaHbl NPOCTbIM A3bIKOM, NOHATHbLIM y4allUMCA noboro YPOBHA, a UHTEPaKTUBHbIE
ynpaxHeHUA No3BONAKT 3aKpennTb NoJ1y4YeHHble 3HaHUA.

e Cucrtema OLEHKUN N MPaKTUYeCKNe 3aHATUSA OPUEHTUPOBAaHbI HA KOHKPETHbIE KOMMETEHLMUW, MOMOrasi yCKOpUTb OCBOEHWE
mMaTepuana u obecneudnTb rmMbKoCcTb 06yveHUs.

. Myanmme,u,MVlele cpenctea OGyHeHVIH, Takue Kak suaeomartepuanbl, Urpbl U KOHTPOJ1bHbIE pa6OTbI, MCNONb3yHT pa3finyHble
cTunun o6yquvm M noMoratoT YCKOpUTb n3y4eHne n ocsoeHme martepuana.

o [Mpaktnyeckne nabopaTopHblie paboTbl U YNpaXKHEHUs1 Ha OCHOBE MOAENUPOBaHMs ¢ ucrnosnb3osaHnem Cisco® Packet Tracer
CnocoGCTBYIOT Pa3BUTUIO Y CTYAEHTOB KPUTUYECKOIO MbILLMEHUS M HABLIKOB PELLEHUS CIIOXHBIX MpoGrem.

e BcTpoeHHas cuctema oueHok obecneumBaeT obpaTHyHO CBA3b ANt OLEHKU 3HAHUIA 1 NPUOBPETEHHbIX HaBbIKOB.

o [Ina 3agaHui, BeinonHsembix B cpege Cisco Packet Tracer, Tpebyetca nocneaHas Bepcusa Packet Tracer.

O6opynoBaHune ana nabopaTopHbix paboT

B cyLwiecTBytoLLen TononorMm nabopartopuin ncnosnb3dyeTcs 06opyaoBaHne, KOTOpoe NPMMEHSIOCh B NPeAbIayLLEeR BEPCUMN NPOrpaMmbl
(CCNA 6.0), B TOM 4mcne JoCTynHa BO3MOXHOCTb MCNOSb30BaTh KOMMNEKT 060pyA0BaHUS, ONUCAHHBIN HUKe (2 MapLupyTu3aTtopa, 2
KommyTaTopa u 1 6ecnpoBogHon MappyTnsaTop). Ans nabopaTopuii ¢ 6onee CnoXHoM TONonornemn, NOMMMo OU3NYECKMX
nabopaTtopuii, B Ka4ecTBe AONONHUTENbLHOM cpeabl OyaeT 3agencTBoBaH moaynb PT. MogpobHas nHdopmauus 06 obopyaosaHum,
mcnonb3yeMoM B npeabiayier Bepcum CCNA 6, Bkroyas onvcaHve u Homepa o Kkatanory, npusegeHa B cnvicke obopyaoBaHus
CCNA, koTopbilnt focTyneH Ha Beb-caniTe Cisco NetSpace

Ba3oBblit KOMNNEKT 0GopyAOBaHUS:

e 2 mapuwpyTtusartopa ISR4221/K9

e 2 kommyTaTtopa Catalyst WS-C2960+24TC-L

e 1 6ecnpoBoaHoOM MapLupyTusaTtop (nobon mapku) ¢ nogaepxkon WPA2
e  CoeaunHuTenbHble kabenu Ethernet

e [IK: MMHMManNbHbIE CUCTEMHBIE TpeboBaHMs

o U Intel Pentium 4, 2,53 I'Ty nnu paBHOLEHHBIN *

o OC: Microsoft Windows 7, Microsoft Windows 8.1, Microsoft Windows 10, Ubuntu 14.04 LTS, macOS High Sierra n
Mojave

0o3Y:4THb

XKectkun anck: 500 MB cBobogHoro npocTpaHcTea

PaspeweHune gucnnes: 1024 x 768

WpundTel ¢ nogaepxkon Unicode (npu NnpocMOTpe Ha APYrnx A3blkaxX, OTIINYHBIX OT aHIMUACKOrO)

AkTyanbHble Bepcuu ApanBepoB Buaeoaaantepa u 0OHOBMEHMS onepauoHHON CUCTEMBI

O O O O O
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e T[logkntodeHune k MIHTepHeTy Anst nabopaTopHbIX U y4eBHbIX KOMMbIOTEPOB

e [ononHutensHoe obopyaoBaHue ansa nogknoveHusa kK WLAN

o 1 npuHTep unu MY Ana COBMECTHOro NCMONb30BaHUA B Knacce
o KenaTenbHO UCMOMb30BaTb Ha NAbOPaATOPHbLIX 3aHATUAX CMAPTMOHbLI U NAAHWETHI

MporpammHoe oGecneyeHue:

e Bepcuum Cisco 10S:
o MapuwpyTtusatopsl: I0S XE 15.0 nnu 6onee nosgHen Bepcun, Habop yHKLMOHanNbHbIX Bo3moxHocTen IP Base.
o Kommytatopsl: IOS 15.0 unu 6onee nosgHen sepcum, Habop PyHKUMOHanNbHLIX BO3MOXHOCTeN lanbaseKO.

e Packet Tracer 7.3

e CepBepHoe nporpamMmmHoe obecrneyeHne C OTKPbITbIM UCXOAHBIM KOZOM:
o [nsa pasnuyHbix cnyx6 n npotokonos, Hanpumep Telnet, SSH, HTTP, DHCP, FTP, TFTP nT. a.

®  KnueHTcKoe nporpammHoe obecrneyeHne ¢ OTKpbITbIM UCXOAHBIM Kogom Tera Term, paboTatowiee yepes npotokon SSH, ans
nabopaTopHbix K.

® [locnepHsas Bepcusa Oracle VirtualBox.

® Wireshark 2.5 nnu 6onee nosgHeln Bepcun.

CCNA v7: Switching, Routing, and Wireless Essentials (SRWE) NnaH

BTopon kypc CCNA nocesiLeH TeXHONOrMaM KOMMyTaumm U NnpMHuunaMm paboTbl MapLLpYTU3aTOPOB AN NOAAEPXKKN CeTen ManbIX 1
cpeaHux komnaHun. B Hem Takke paccmaTpuBatoTca 6ecnpoBoHble nokaneHble cetn (WLAN) n koHuenumu obecnedeHuns
6e3onacHocTn. B pamkax Kypca paccMaTpvBaloTCH OCHOBHbIE NMPUHLMMBI KOMMYTauMm 1 MapLupyTm3auuu. Cnywarenu cmoryT
npoBoauTb 6a30BY0 HACTPONKY CeTer, HaXoAUTb N YCTPaHATb HENONagkW, BbIIBMNSATL M HENTPanuU3oBbIBaTb Yrpo3bl He3onacHoCcTH
LAN, a Takke HacTpauBaTb 1 3awmwartb 6asosbie cpeabl WLAN.

Hwxe npyvBeaeH Tekywmin Habop Moaynen n CBA3aHHbLIX C HUMU KOMMETEHLMI B pamKax 3Ton y4ebHom nporpammbl. Kaxabin mogynb
npeacrasnsieT cobon KOMMMEeKCHbIN y4ebHbIn 60K, KOTOpbIN BKNovaeT B cebs y4ebHble MaTepransl, 3aaHus 1 NpoBepoYHbie paboThbl
ONS pasBuUTUS onpeaerneHHoro Habopa komneTeHumn. Paavep moaynsi 3aBnucut ot o6bema 3HaHWi U HaBbIKOB, Tpebyemoro ans
OCBOEHWS TON NNy nHonm komneTeHumn. OTAenbHbIE MOAYNN CYMTAKOTCS OCHOBHBIMM, Y NPeACTaBrieHHbIE B HUX MaTepuansl, XOTS U He
OLEHMBAKTCS OTAENbHO, HEOOXOAUMBI ANt HAANEXaLLEro N3y4eHUst TeX NOHATUI U NPUHLMNOB, KOTOPbIE OXBaTbIBAET
cepTudmKaunoHHbIi ak3ameH CCNA.

CCNA v7: Switching, Routing, and Wireless Essentials (SRWE) NnaH

Moaynb Tema 3apava
basoBas HacTporika yCTPONUCTB BbINOSTHUTL HACTPOWKY YCTPOWUCTB C Yy4ETOM
npakTUYeckux pekomeHaaumin no obecneyeHmo
6e3onacHocCTy.
[MepBoHauanbHasi HacTporka BbINONHWUTL NepBOHaYarnbHy HACTPOWKY
KOMMyTaTopa kommyTaTopa Cisco.

HacTpoiika nopToB kKoMMmyTaTopa | BbIMONHUTL HACTPOKY NOPTOB KOMMYyTaTopa B
COOTBETCTBUM C TPEGOBAHUSIMU CETU.

yOaneHHbIn 3alnLLeHHbI AoCTyn | BbINONHWUTL HAa KOMMYyTaTope HacTPONKY
3alUULLIEHHOrO AOCTyNa ANs YpaBneHus.

basoBas koHurypaums C nomoLbio nHTEpdenca KOMaHgHOW CTPOKM
MapLupyTmnsaTopa HaCTPOUTb Ha MapLLPYyTU3aTOPE OCHOBHbIE
napameTpbl 418 MapLipyTu3aumm Tpaguka
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mexay ABYMS CETAMU, NMOAKMHOYEHHbIMM
HanpsiMyto.

Moaynb

MpVHLMMBLI KOMMYTaLUK

MpoBepka CBA3M Mexay
NOAKMIOYEHHBIMU HaNPAMYIO
ceTamu

Tema

BbINONHUTL NPOBEPKY CBA3W MeXay ABYMS
CeTAMM, KOTOpble MOAKIOYEHbI K
MapLIpyTU3aTopy HamnpsiMyto.

3apava

OOBbACHUTB, Kak MPOUCXOAUT Nepeagpecauus
OaHHbIX KOMMYTaToOpamMu 2 YPOBHS.

I'Ieperln Ka KagpoB

OOBACHUTD, KaK BbINOJHAETCS Nepechisika
KagpoB B KOMMYTUMPYEMOW CETU.

KoMMyTaLMOHHbIE OMEHbI

CpaBHUTb KOMMU3NOHHbIN 1
LUMpOKOBELLaTeNbHbIN JOMEHbI.

MapLupyTusaumsa mexay
cetammn VLAN

Moaynb Tema 3apava
Cetn VLAN Peanusauwns cetert VLAN u TpaHkuHra B
KOMMYTUPYEMOWN CETU.
O630p BUpTYanbHbIX NokanbHblX | OBBACHUTbL, Kakylo porib BbINOMHAKT
ceTten BMpPTYarbHble NoKarbHble CETU B
KOMMYTUPYEMOW CETMU.
BupTtyanbHble nokaneHble ceTn B | O6bACHUTb, Kak KOMMyTaTop nepeckbinaeT
cpeae € HeCKOmNMbKUMHU Kagpbl C UCMOMb30BaHMeM KOHUrypaumm
KOMMYyTaTopamu BMPTYyarnbHOW NoKansHOW CeTU B cpefe C
HECKOMNbKUMM KOMMYTaTopamMu.
HacTtpoiika BupTyaneHowm BbINOMHWUTL HACTPOKMKY KOMMYTALIMOHHOIO NopTa
NoKanbHoOWn ceTn ONS ero HasHavyeHus BUPTyarbHON NoKansHON
CeTN B COOTBETCTBUM C 3afaHHbIMU
TpeboBaHusMMN.
Maructpanu BupTyanbHbIX BbINOSTHWUTL HACTPOKMKY MarMcTpasnbHOro nopra
noKanbHbIX ceTen Ha KOMMyTaTope NOoKarbHOW CEeTU.
[OuHammnyecknin NpoTokon BbINonHMTL HacTpoKiky npoTtokona DTP
TpaHkuHra (DTP) (Dynamic Trunking Protocol).
Moaynb Tema 3apava

BbINoNHWTL NOUCK M yCTpaHeHUe nNpobnem
MapLUpyTU3aLmMmM Mexay BUpTyanbHbIMU
JNoKanbHbIMU CETSMU Ha YCTPONCTBaX YPOBHS 3.

MpUHUMMLI MapLLpPYTM3aLnum
mMexay BUpPTYyanbHbIMU
noKarnbHbIMU CETAMM

Onucatb cnocobbl HACTPOVKU MapLUpyTU3aLnm
Mexay BMpTyanbHbIMW OKanbHbIMU CETAMU.

MapLupyTursauusa mexagy cetamm
VLAN c ncnonb3oBaHnem
meToga Router-on-a-Stick

BbINOSTHWUTL HACTPOVKY MapLUpyTU3aLnKN Mexay
BMPTYyanbHbIMY OKanbHbIMU ceTaMu Ha 6ase
KOHUrypauum router-on-a-stick.
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MapLupyTtusauusa mexay
BMPTYyanbHbIMY TOKanbHbIMM
CETSMU C MOMOLLbIO YCTPOMUCTB
KOMMYyTaLuMKn ypoBHs 3.

BbINONHMTL HACTPOIKY MapLLpyTU3aLun Mexay
BUPTYaribHbIMK JTOKaIbHbIMU CETAMU C
MOMOLLbI0 YCTPOMCTB KOMMYTaLWU YPOBHS 3.

IMownck 1 ycTpaHeHne Henonagok
MapLwpyTmnsaumm mexay VLAN

BbINONMHNUTL NOUCK U yCTpaHeHue
pacnpocTpaHeHHbIX Npobnem ¢ NoAKMYEHNSMU
MeXay BUPTYanbHbIMU NTOKaNbHbIMU CETAMMU.

MpuHUMnbl paboTsl SLAAC u
DHCPv6

Moaynb Tema 3apgava
STP OOBACHUTB, Kak MPOUCXOANT Pe3epPBUPOBaHNE B
CeTsIX YPOBHSA 2 npu nomoLuun STP.
HasHadeHune npotokona STP MepeuncnuTb pacnpocTpaHeHHble Npobnembl B
paboTe KOMMYTUPYEMbIX CETEN YPOBHS 2 C
pe3epBHbLIMU pecypcamu.
MpuHumMnbl padoTtbl STP O6bsicHeHue npuHumMnoB pabdoTtbl STP B
NPOCTON KOMMYTUPYEMOW CETU.
Osontoumna STP OOBACHUTBL NPUHLMMBI PaboTbl NPOTOKONA
Rapid PVST+.
Moaynb Tema 3apava
EtherChannel BbINOMHWTBL MOUCK M YCTpaHeHWe HENOMaaoK ¢
EtherChannel B koMMmyTupyembIx kaHanax.
MpuHumnel pabotbl EtherChannel | Nepeuncnnts 0COGEHHOCTU TEXHONOMMNN
EtherChannel.
Hactpowka EtherChannel BobinonHutb HacTporiky EtherChannel.
Mouck n yctpaHeHve npobrem B BbINoNHWTL NoMcK 1 ycTpaHeHue npobnem B
pabote EtherChannel pabote EtherChannel.
Moaynb Tema 3apava
DHCPv4 BHegpute DHCPv4 ans paboTbl B HECKOMbKUX
NOoKarnbHbIX CETSX.
MpuHunnel DHCPv4 O6bscHuTe, kak DHCPv4 paboTaeT B
HECKOJIbKUX JTOKarbHbIX CETSIX.
Hactporika cepeepa DHCPv4 BbINONHWUTL HACTPOKKY MapLupyTM3aTopa B
kayecTBe cepsepa DHCPv4.
Hactpoiika knneHta DHCPv4 BbINONHWUTL HACTPOKMKY MapLupyTM3aTopa B
kauyecTtBe knueHTta DHCPv4.
Moaynb Tema 3apava

HacTtpolika auHamudeckoro pacnpegeneHms
agpecos B ceTax IPv6.
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HasHaueHune rmobanbHoro
oAHoagpecHoro IPv6-agpeca

O6BbACHUTD, Kak y3en IPv6 MoXxeT nonyynTb
KOHcpurypaumio IPV6.

SLAAC O6bACHUTL NpUHLUMNBI paboTbl NpoTOKONa
DHCPV6.
DHCPv6 OB6BbACHUTL NPUHLUMNBLI paboTbl NpoToKONa

DHCPV6.

Moaynb

MpuHumnbl padotsl FHRP

HacTtpolika cepsepa DHCPv6

Tema

BbinonHuTb HacTporiky npoTokona DHCPvV6 ¢
OTCMNeXnBaHUeM COCTOsIHUA 1 6e3 Hero.

3apgava

O6bsAcHUTL, kak FHRP npegoctaBnseT cnyxoObl
LUI03a MO YMOSYaHMWIO B pe3epBHOW CETW.

MpoTokon pe3epBMpoOBaHUS
nepeoro nepexoga (FHRP)

O6bACHUTL Ha3Ha4YeHne 1 NpUHLKNLI paboTbl
NPOTOKOJNOB Pe3ePBUPOBAHUSA MEPBOIrO
nepexoga (FHRP).

Moaynb

MpuHUKMNbI obecneyeHns
6e3onacHOCTW FloKarbHOW ceTu

HSRP

Tema

OO6bACHUTE NPUHLMNBI paboThbl NpoTOoKONa
HSRP.

3apava

OBBACHUTD, Kak ySI3BUMOCTU KOMNPOMETUPYIOT
©e3onacHOCTb NnokKarnbHOW CeTu.

Be3onacHoOCTb OKOHEYHbIX
YCTPOWCTB

O6bACHUTL, Kak MCNONb30BaTb MHCTPYMEHTbDI
3aLlNTbl OKOHEYHbIX yCTpOIZCTB anga oTpaxeHua
aTak.

KoHTponb goctyna

O6bsCHUTDL, Kak Mcnonb3oBaTtb NPUHLMNT AAA 1
npotokon 802.1x Ans npoBepkn NOASAMHHOCTH
OKOHEYHOro o6opyaoBaHMs U yCTPOWCTB B
NoKarnbHbIX CEeTAX.

Yrpo3sbl 6e30nacHOCTM Ha
ypoBHe 2

BbISiBUTb YSI3BMMOCTM Ha YpOBHE 2.

Ataka Ha Tabnuuy MAC-agpecoB

O6bsCHUTL, NodYeMy aTaku Ha Tabnuuy MAC-
a[pecoB CHWXatOT YpoBeHb 6e3onacHoCTH
nokanbHon ceTu.

Moaynb

HacTpolika napameTpoB
H6e3onacHoCcTV KOMMyTaTopa

ATakn Ha NOKalbHYKO CeTb

Tema

O6bACHUTL, Kaknm obpas3om aTtaku Ha
NOKanbHY0 CETb CHUXaKT YPOBEHb €€
6Ge3onacHocTy.

3apgava

HactpouTb napameTpbl 6e3onacHocTy
KOMMyTaTopa, YToObl HENTPANU3oBaTh aTaku Ha
fOKasibHyI CeTb.
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O6ecneyeHune 6e3onacHOCTH
rnopToB

Ob6ecneunts BesonacHOCTb MOPTOB AN
oTpaeHus atak Ha Tabnuuy MAC-agpecos.

OTpaxeHne aTak Ha
BMPTYyarbHble NIoKanbHble CeTU

OBBACHUM Kak BbINOMHUTE HAcTponky DTP u
BMPTYyanbHOW NoKansHOW Cetn ¢
HeTermpoBaHHbIM TPAUKOM ANS OTPaXeHns
aTak Ha BUPTYyarbHYIO foKanbHYHo CeTb.

OtpaxeHune atak 4yepesz DHCP

OOBSACHUM Kak HacTpouTb aHanua Tpaduka
DHCP pnsa otpaxeHus atak yepes DHCP.

OTtpaxeHune atak yepe3 ARP

O6bsACHMM Kak HaCTPOUTb NPOBEPKY Tpadmka
ARP ang otpaxeHus atak yepe3 ARP.

Moaynb

MpuHumMnbl pabotsl WLAN

OtpaxeHune atak yepes STP

Tema

O6bsicHMM, kak HacTpouTb PortFast n BPDU
Guard aonsa HenTpanusauun atak STP.

3apava

O6bscHUTL, kak WLAN obecne4ynBatoT paboty
CETEBbIX NOAKITHYEHNN.

BsegeHue B TexHOMormm
©ecnpoBOAHON CBA3K

MepeyncnuTb TEXHONOMMKU 1 CTaHZapThI
co3faHusa 6ecnpoBOAHbIX NOKarnbHbIX CETEN.

KomMnoHeHTbl 6ecnpoBoaHbIX
rnokanbHbIX ceTen

OnucaTtb KOMMNOHEHTbI UHAPACTPYKTYPbI
©ecnpoBOAHON NOKanNbLHOM CeTu.

MpyHUMNbI paboThbl
©ecnpoBOAHON NOKaNbHOW CeTn

OOBBACHUTDL, KaKyto posb UrpakT TEXHOMNOrMN
BecnpoBoaHoM ¢BA3Un B paboTe 6ecnpoBoAHbIX
NoKarbHbIX CeTeN.

MpuHumnel pabotsl CAPWAP

O6bACHUTL, Kak KOHTpoNnepbl 6ecnpoBOaHbIX
noKanbHbIX ceTeln N03BONAIT YyNpaBnsaTb
HECKOJTbKUMU TOYKaMmM JOCTyna yepes
CAPWAP.

YnpasneHve kaHanamu

MepeyncnuTb NPUHLMMLI YNIPaBIEHNS KaHanamm
B 6eCnpoBOoHbIX NOKamNbHbIX CETSIX.

Yrpo3bl Ans 6ecnpoBoaHbIX
rnokarnbHbIX ceTen

Mepeuncnutb yrpo3sbl ans 6ecnpoBoAHbIX
noKasnbHbIX CeTeM.

Moaynb

KoHdpurypaumsa WLAN

BesonacHocTb 6ecnpoBOaHbIX
NoKanbHbIX ceTen

Tema

OnucaTtb MexaHun3Mbl obecrnevyeHuns
6e3onacHoCcTn 6ecnpoBOAHLIX NOKaNbHbIX
ceTen.

3apava

Peanunsosatb WLAN c ucnonb3oBaHnem
6ecrnpoBOAHOrO MapLupyTu3aTopa u
koHTponnepa 6ecnpoBogHon cetn (WLC).

HacTtpolika 6ecnpoBoAHbIX
JIoKarnbHbIX ceTen ans
yOaneHHbIX 06BbEeKTOB

BbINonHWTL HacTpoiky 6ecnpoBogHOM
nokKanbHOW ceTn Ha yaaneHHoOM obbekTe.
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KoHdpurypauums basosoro WLAN
C KOHTpOsNepom 6ecnpoBoaHOM
cetu

Hactporika WLC WLAN ans ncnonb3oBaHusi
nHTepgenca ynpaenernunss 1 WPA2 PSK
ayTeHTudukaLmen.

KoHdpurypauns WPA2 Enterprise
WLAN c KOHTponnepom
6ecnpoBogHON ceTn

Hactporika WLC WLAN ans ncnonb3oBaHusi
nHtepgenca VLAN, cepepa DHCP un
ayteHTudukaumnen WPA2 Enterprise.

Moaynb

MpVHLMMBLI MapLUPYTM3aLum

Mownck n ycTpaHeHune npobnem c
6ecnpoBOAHbLIMU NOKaNbHLIMU
ceTsimMu

Tema

Monck un yctpaHeHue pacnpoCTpaHEHHbIX
npobnem kKoHpUrypauum 6ecnpoBOaHbIX CETEN.

3apgava

OOBACHUTD, KaK MapLUPYTM3aTOpbl MCMONb3YHT
NHOpMaLMIO B MakeTax Ans NPUHATUS
peLlLeHnin o nepeagpecaumn.

Onpepenenuve nytn

OOBbsACHEHNE TOro, Kak MapLUpyTM3aTophl
onpeaensioT oNTUManbHbIN NyTb.

[Nepechbinika nakeToB

OOBbsAACHEHNE TOrO, Kak MapLUpyTU3aTophl
nepecbIinatT NakeTbl K TOYKE Ha3HaYeHus.

0O630p 6asoBol KOHUrypaumm
MapLupyTusaTopa

HacTpoliTe oCHOBHbIE NapameTpsbl
mapuwpyTtmnsatopa Cisco 10S.

Tabnuua IP-mapLupyTmsaymm

OnucaTb CTPYKTYpy Tabnuubl MapLupyTM3auun.

Moaynb

CraTtundeckas IP-
MapLUpyTu3auus

CraTtuyeckas 1 guHaMuyeckas
MapLipyTUsaums

Tema

CpaBHUTb OCOBEHHOCTUN CTaTUYECKOW U
ONHAMNYECKON MapLLpyTU3aLnK.

3apgava

BbINOSIHUTL HACTPOWKY CTaTUYECKMX MapLUPYTOB
IPv4 n IPv6.

Crartnyeckne mapLupyThbl

OnvcaHue cuHTakcmca KoMaHa KoHgUrypaumm
cTaTUYecKkMx MapLUpPyTOB.

HacTtpolika ctaTudeckumx
MapLlpyTOB ANs nepecbinku IP-
nakeToB

BbINOMHWUTBL HACTPOWKY CTaTUYECKNX MapLLPYTOB
IPv4 n IPv6.

HacTpolika ctatndecknx
MapLUpyTOB Ans nepecbinku IP-
MakeToB MO YMOMYaHUIo

BbINOSTHWUTL HACTPOWKY CTaTUYECKMX MapLUPYyTOB
IPv4 1 IPv6 no ymonyaHuio.

HacTpolika nnaBatoLymx
cTaTU4eCcKMx MapLLpyTOB

BbINOSHWUTL HACTPOWKY NnasatoLero
cTaTU4eckoro MapLupyTa ans cosgaHus
pe3epBHOrO NOAKMTHYEHUS.

HacTpolika ctaTuyeckux
MapLLpPYyTOB XOCTOB

BbINOMHWUTBL HACTPOKKY CTaTUYECKNX MapLLPYTOB
IPv4 n IPv6 ans xoctoB, YTOObI
nepeHanpaenATb TpaduK Ha onpeaeneHHbIn
XOCT.
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Moaynb

Mownck n yctpaHeHue
HenonaaokK, CBA3aHHbIX CO
CTaTM4eCKUMN MapLLIpyTaMn n
MapLUpyTamMu MO YMOJTHaHUIo

Tema

3apgava

BbINOSHUTL MOUCK 1 YCTPaHEHWE HeNonaaok B
KOHGMrypaumsix CTaTUYecKoro MapLupyTa u
MapLupyTa Mo YMOMYaHuio.

O6paboTka NnakeToB C
NCMonb30BaHUEM CTaTUYECKUX
MapLUpyTOB

Ob6bsACHUTBL, Kak MapLupyTM3aTop obpabaTtbiBaeT
nakeTbl MPU HaNMYUN HAaCTPOEHHOIO
CTaTUYEeCKOro MapLipyTa.

lMownck n ycTpaHeHue npobnem c
KOHcpurypaumemn ctatudecknx
mMapupyToB IPv4 1 mapLipyTtoB
IPv4 no ymonyanuio

BbINonHWTE NOUCK 1 YCTPaHEHWE TUMNYHBIX
HenosnagokK, CBA3aHHbIX C HACTPOMKOMN
cTaTU4eckoro MapLupyTa 1 MapLupyTa no
YMOJYaHMH0.
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i lrer)re Networking
CIsco. Academy

CCNAV7:
KopnopaTuBHble ceTn, 6e30nacHOCTb U aBTOMaTMU3aLuus
(ENSA) Scope and Secuense

MocnenHee ooHoBneHne MMMM g, rrrr

Llenesas ayautopusi

Yye6Hbin nnaH Cisco Networking Academy® CCNAV7 npegHasHaueH [nsi y4acTHUKOB, KOTOPbIE ULLYT paboTy HayanbHOro YPOBHS B
oTpacnu UKT unu HagetoTcsl BINOMHUTL NPeABapUTENbHbIE YCIOBUS AN NonyYyeHus 6onee cneumann3mpoBaHHbIX HaBbIKOB B
obnactu UIKT. YuebHasa nporpamma CCNAV7 npefctasneHa B Tpex cemecTpax: BeegeHune B ceteBble TexHonoruu (ITN), Beaenue B
KOMMYyTauus, MapLupyTmsaums u 6ecnpoBogHeie cetn (SRWE) n KopnopaTueHblie cetu, 6e3onacHocTb 1 aBTomatusaumsi cetn (ENSA).
3T Tpu cemecTtpa obecneymBatoT BCECTOPOHHMWI OXBaT TeM no paboTe ceTen (B TOM YMCrie OCHOBHbIE NPUHLMMLI IP-MmapLupyTmaumm
1 KOMMYyTaLmK, 6e30nacHOCTb CETU U CryXObl, NPOrpaMMMpoBaHME M aBTOMaTU3auUMs ceTel), NpeaoCTaBnss yyYallMMCs LUMPOKNe
BO3MOXHOCTW NOMYYEHNS NPaKTUYECKOro OnbiTa 1 MOBbILLEHWS NPOGECCMOHANbHOW KBanndukaumm.

OTa nporpaMma noaxoauT AJs yHaLmUXcs ¢ caMbiM pasHbiM YPOBHEM 06pa3oBaHust U pasnmyHbIX YHEBHbIX 3aBeeHUiA, Cpeau KOTOpbIX
cpeaHss wkona (Ha 6a3e kak AeBATH, Tak U OAWHHAALATY NET), YHUBEPCUTETbI, KONMEemXu, NPodeccuoHasbHble 1 TeXHUYeckue
yuunuua.

MpeaBapuTenbHble TpeboBaHms
CTyAeHTbl 4OMKHbI yCreLwwHo NponTn Kypc Beeaenne B ceteBble TexHonorumn (ITN) oo Hayana Kypca BeeaeHne B kommyTaumio,
mMapLupyTmsauuio n 6ecnposogHble cetn (SRWE). CTyaeHTbl 4OMKHBI 06nagath cneayowmymn HaBbikamu.

e  YpOBEHb YTEHUSA CpeaHeN LKOSbI.

e basoBas koMNbloTEPHAS rPaMOTHOCTb

e basoBble HaBbIKM B3aMMOAENCTBUS C onepaumoHHon cuctemon MK

e ba3oBble HaBblkv paboTbl B IHTEpHETE

OnucaHune y4ebHoM nporpammbl

B pamkax aton yyebHon nporpammel ctyaeHTbl CeTeBon akagemumn Cisco™ cmoryT passuTb HaBbIKW 41151 MOArOTOBKM K paboTe B
OyAyLleM 1 3anoXunTb OCHOBbI AN YCNELWHON Kapbepbl B 06r1acTu ceTeBbIX TEXHONOMMIN 1 AanbHeNLWwero oby4yeHuns no atomy
HanpasneHuio B BbiclleM y4yebHom 3aBefeHnn. C noMoLLbIo BUAeOMaTePUanoB U MHTEPaKTUBHON Y4eBHON Cpefbl OHW n3ydat
ocHoBHble npuHUMnbl CCNA 1 HayyaTcs NPUMEHSTb UX Ha MPaKTUKE, BbIMOMHAS pa3nuyHble NpakTUYeckne 3agaHns U ynpaxHeHus no
MOZENMPOBaHNIO, KOTOPbIE 3aKPeNsiT NonyyYeHHble HaBblkW. 10 3aBepLUeHNM BCeX TPeX KypcoB criyluatenu 6yayT roToBbl caaTb
cepTudmkaumnoHHbi ak3ameH Cisco CCNA Unified..

Mporpamma CCNA 7 HanpaBreHa Ha n3ydeHune BCeX MOHATUI N3 0611acTu CeTeBbIX TEXHOOMMIA — OT CETEBbIX NMPUIOXKEHUIA OO
NPOTOKOIOB U Cryx0, KOTOPbIe NPeAO0CTaBNATCA STUM NpUNoXxeHnsiM. [Npn aTom BbipabaTbiBaOTCS Takke COOTBETCTBYHOLLNE HABbIKA
ynpaBneHus. Yyalmecs HauyHyT ¢ 6a30BbIX CETEBbIX CUCTEM M MOCTEMEHHO K KOHLYY NMporpamMmbl NnepeiayT K 6onee CrnoxHoiM
KOprnopaTuMBHbIM U TEOPETUYECKUM CETEBLIM MOAENSIM.

CCNAV7 xapakTepusyeTcs CrieayroLmmmM oCoO6eHHOCTAMM:
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¢ B coctas yuebHon nporpammbl CCNAV7 BxogaT 3 Kypca.
o OHuM oxBaTbIBAKOT BCE KOMMNETEHUMMW, HeOBXoanMble Ans caavm cepTnudukaumoHHoro akdameHa CCNA.
o Kaxabli Kypc COCTOUT M3 HECKONbKUX Moayren. Kaxabii Mogysb pa3ouT Ha TEMbI.

o B Moaynsx genaetcs akueHT Ha KPUTUYECKOM MbILLMEHWW, pelleHnn 3agay, YMEeHUN COTpyaHMYaTh, a TakkKe Ha NpakTU4eCcKoM
npUMeHeHN HaBbIKOB.

o Kaxgasi TeMa 3aBepluaeTcs MHTEpPaKTUBHbIM TECTOM «[1poBepka 3HaHWY UK APYTMM NMPOBEPOYHBIM 3a4aHNEM, HanpyMep
na6bopatopHon paboTton nnu ynpaxHeHnem Packet Tracer. lNpoBepoyHble paboTbl Ha YPOBHE TeM NpeaHa3HayeHbl Ans Toro,
4YTOObI CTYAEHTbI MOMN OLEHUTb, XOPOLLO fM OHU YCBOUNW MaTepuan TeMbl UM He06XoAMMO NOBTOPUTL €€, Npexae Yem
ABuraTtbes ganbiie. Takum o6pa3om OHWM MOTyT NPOBEPUTL CBOW 3HaHWSA elle A0 caavun anddepeHumnpoBaHHOro Tecta unm
3k3ameHa. TeCTbl Ha MPOBEPKY 3HAHWUI HE BMAUSIOT Ha OKOHYATENbHYIO OLEHKY CTyAeHTa.

e Yyallmecsi 3yyatoT OCHOBbI MapLUpyTU3aLMmM U KOMMYTaLuUK 1 NepeaoBble TEXHOMOMMUN U rOTOBATCS K 9k3aMeHy Cisco CCNA.
OHM TaKke nory4vatoT BO3MOXHOCTb MPOAOIIKUTL M3YYEHNe CETEBLIX TEXHOMOMIA B BbiCLLEM y4e6GHOM 3aBeeHUN Unn HadaTb
paboTtatb B chepe UKT.

. rlpVIHLWII'IbI CEeTeBOro B3anmMogencTeus onncaHbl NPOCTbIM A3bIKOM, NOHATHbLIM y4allUMCA noboro YPOBHA, a UHTEPaKTUBHbIE
ynpaxHeHUA No3BONAKT 3aKpennTb NoJ1y4YeHHble 3HaHUA.

e Cucrtema OLEHKUN N MPaKTUYeCKNe 3aHATUSA OPUEHTUPOBAaHbI HA KOHKPETHbIE KOMMETEHLMUW, MOMOrasi yCKOpUTb OCBOEHWE
mMaTepuana u obecneudnTb rmMbKoCcTb 06yveHUs.

. Myanmme,u,MVlele cpenctea OGyHeHVIH, Takue Kak suaeomartepuanbl, Urpbl U KOHTPOJ1bHbIE pa6OTbI, MCNONb3yHT pa3finyHble
cTunun o6yquvm M noMoratoT YCKOpUTb n3y4eHne n ocsoeHme martepuana.

o [Mpaktnyeckne nabopaTopHblie paboTbl U YNpaXKHEHUs1 Ha OCHOBE MOAENUPOBaHMs ¢ ucrnosnb3osaHnem Cisco® Packet Tracer
CnocoGCTBYIOT Pa3BUTUIO Y CTYAEHTOB KPUTUYECKOIO MbILLMEHUS M HABLIKOB PELLEHUS CIIOXHBIX MpoGrem.

e BcTpoeHHas cuctema oueHok obecneumBaeT obpaTHyHO CBA3b ANt OLEHKU 3HAHUIA 1 NPUOBPETEHHbIX HaBbIKOB.

o [Ina 3agaHui, BeinonHsembix B cpege Cisco Packet Tracer, Tpebyetca nocneaHas Bepcusa Packet Tracer.

O6opynoBaHune ana nabopaTopHbix paboT

B cyLwiecTBytoLLen TononorMm nabopartopuin ncnosnb3dyeTcs 06opyaoBaHne, KOTOpoe NPMMEHSIOCh B NPeAbIayLLEeR BEPCUMN NPOrpaMmbl
(CCNA 6.0), B TOM 4mcne JoCTynHa BO3MOXHOCTb MCNOSb30BaTh KOMMNEKT 060pyA0BaHUS, ONUCAHHBIN HUKe (2 MapLupyTu3aTtopa, 2
KommyTaTopa u 1 6ecnpoBogHon MappyTnsaTop). Ans nabopaTopuii ¢ 6onee CnoXHoM TONonornemn, NOMMMo OU3NYECKMX
nabopaTtopuii, B Ka4ecTBe AONONHUTENbLHOM cpeabl OyaeT 3agencTBoBaH moaynb PT. MogpobHas nHdopmauus 06 obopyaosaHum,
mcnonb3yeMoM B npeabiayier Bepcum CCNA 6, Bkroyas onvcaHve u Homepa o Kkatanory, npusegeHa B cnvicke obopyaoBaHus
CCNA, koTopbilnt focTyneH Ha Beb-caniTe Cisco NetSpace

Ba3oBblit KOMNNEKT 0GopyAOBaHUS:

e 2 mapuwpyTtusartopa ISR4221/K9

e 2 kommyTaTtopa Catalyst WS-C2960+24TC-L

e 1 6ecnpoBoaHoOM MapLupyTusaTtop (nobon mapku) ¢ nogaepxkon WPA2
e  CoeaunHuTenbHble kabenu Ethernet

e [IK: MMHMManNbHbIE CUCTEMHBIE TpeboBaHMs

o U Intel Pentium 4, 2,53 I'Ty nnu paBHOLEHHBIN *

o OC: Microsoft Windows 7, Microsoft Windows 8.1, Microsoft Windows 10, Ubuntu 14.04 LTS, macOS High Sierra n
Mojave

0o3Y:4THb

XKectkun anck: 500 MB cBobogHoro npocTpaHcTea

PaspeweHune gucnnes: 1024 x 768

WpundTel ¢ nogaepxkon Unicode (npu NnpocMOTpe Ha APYrnx A3blkaxX, OTIINYHBIX OT aHIMUACKOrO)

AkTyanbHble Bepcuu ApanBepoB Buaeoaaantepa u 0OHOBMEHMS onepauoHHON CUCTEMBI

O O O O O
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e T[logkntodeHune k MIHTepHeTy Anst nabopaTopHbIX U y4eBHbIX KOMMbIOTEPOB

e [ononHutensHoe obopyaoBaHue ansa nogknoveHusa kK WLAN

o 1 npuHTep unu MY Ana COBMECTHOro NCMONb30BaHUA B Knacce
o KenaTenbHO UCMOMb30BaTb Ha NAbOPaATOPHbLIX 3aHATUAX CMAPTMOHbLI U NAAHWETHI

MporpammHoe oGecneyeHue:

e Bepcuum Cisco 10S:
o MapuwpyTtusatopsl: I0S XE 15.0 nnu 6onee nosgHen Bepcun, Habop yHKLMOHanNbHbIX Bo3moxHocTen IP Base.
o Kommytatopsl: IOS 15.0 unu 6onee nosgHen sepcum, Habop PyHKUMOHanNbHLIX BO3MOXHOCTeN lanbaseKO.

e Packet Tracer 7.3

e CepBepHoe nporpamMmmHoe obecrneyeHne C OTKPbITbIM UCXOAHBIM KOZOM:
o [nsa pasnuyHbix cnyx6 n npotokonos, Hanpumep Telnet, SSH, HTTP, DHCP, FTP, TFTP nT. a.

®  KnueHTcKoe nporpammHoe obecrneyeHne ¢ OTKpbITbIM UCXOAHBIM Kogom Tera Term, paboTatowiee yepes npotokon SSH, ans
nabopaTopHbix K.

® [locnepHsas Bepcusa Oracle VirtualBox.

® Wireshark 2.5 nnu 6onee nosgHeln Bepcun.

CCNA v7: Enterprise Networking, Security, and Automation (ENSA) O630p

B TpeTtbem kypce yyebHon nporpammbl CCNA nogpo6HO paccMaTpuBaloTCs pasfnmyHble apXMTEKTYpPbl 1 0COBEHHOCTM
NPOEKTUPOBAHMUS, 3aLUMTbI, IKCMMyaTaLMn KOPNopaTUBHBIX CETEW, @ Takke Noucka 1 ycTpaHeHus Hernonagok B ux pabote. ATOT Kypc
oxBaTbIiBaeT TexHonoruu rmobansHoi cetn (WAN) n MexaHuambl kadectBa obcnyxmBanus (QoS), ncnonb3yemble ans 6esonacHoro
yaaneHHoro goctyna. Kpome Toro, cryluaTeny 3HakoMSITCS C MOHATUSIMUW NPOrpaMMHO-0ONpeaensieMol ceTu, BUpTyanu3auum 1
aBTOMaTM3auun, To eCTb OCHOBaMU LN POBbIX CETEN. Y CTYyAeHTOB hOPMUPYIOTCSA HaBbIKU HACTPOWMKM KOPOpaTMBHBIX CeTen, noucka
1 yCTpaHeHUs Henonazok B ux paboTe, a Takke yMeHe HaxoauTb U HENTPanNu3oBbIBaTh Yrpo3bl knbepbesonacHocTn. OHM nony4yaroT
6a3oBoe npeacTaBrneHne 06 MHCTPYMEHTaxX ynpaBrieHNst CETSIMU 1 U3y4atoT OCHOBHbIE MPUHLMMLI OpraHnu3auuM NporpaMMHo-
onpepensiemMblx CeTel, BKIoYas apXMTEKTYpbl HA OCHOBE KOHTPOMMEPOB 1 aBTOMAaTU3aLuio ceTeBbIX NMPOLLECCOB MPpY NOMOLLN
MHTEpPdENCOB NpUKagHoro nporpammupoBanus (API).

Hwxe npvBegeH TekyLwwmin Habop Moaynemn n CBA3aHHbIX C HUMU KOMMETEeHUMI B pamKax 3Ton y4yebHor nporpammel. Kaxabin Mmogynb
npeacTaBnseT coO0n KOMMMEKCHbIN y4ebHbIN 610K, KOTOPLIN BKIOYaeT B cebs yuebHble MaTepuansl, 3a4aHusl 1 NPoBepOYHble paboThbl
ONs pasBUTUA onpeaeneHHoro Habopa komneTeHumii. Paamep mogyns 3aBucut oT o6bema 3HaHW U HaBbLIKOB, TpebyemMoro ans
OCBOEHWS TOW UK UHOW KoMmneTeHumn. OTaenbHble MOAYNN CHUTAOTCA OCHOBHbLIMU, Y NPEACTaBMNEHHbIE B HUX MaTepuarbl, XOTS U He
OLlEHNBAIOTCA OTAENbHO, HEOOX0ANMbI ANA HAAMNEXaLlero n3y4deHuss Tex NOHSTUM N NPUHLMMNOB, KOTOPbIE OXBaTbiBaeT
cepTuduKaumoHHbI aksameH CCNA.

CCNAV7: KopnopaTtuBHble ceTu, 6e3onacHocTb U aBTomatmsauma (ENSA)OnucaHme

Moaynb Tema ‘ 3apava
MpuHunnel OSPFv2 O6bscHUTL, kak OSPF ansa ogHol obnactu paboTaeT B
Onsi ogHom obnacTu CETSIX TMNa «TOYKA-TOYKa» U LUMPOKOBELLATENbHbIX CETSX C
MYnbTULOCTYMOM.
OcobeHHOoCTU 1 MepeuncnumTb OCHOBHblE OCOBEHHOCTU U XapakTepPUCTUKM
xapakrepuctukn OSPF npotokona OSPF.
Maketbl OSPF Mepeuuncnute TMnbl naketoB OSPF, ncnonb3yemMbix npu
paboTe ¢ npoTokonom OSPF gns ogHon obnacTu.
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MpuHumnel padotsl OSPF

O6bsicHUTb NpuHUMNbI paboTbl NnpoTokona OSPF ana ogHon
obnactu.

mapLpyTtusatopa OSPF

Moaynb Tema ‘3anaqa
Hactpoiika OSPFv2 Peanusosatb OSPF gnsa ogHon obnacTtu B ceTax Tuna
ONs ogHowm obnacTtu «TOYKA-TOYKa» U LLUMPOKOBELLATENbHbIX CETAX C
MynbTUAOCTYMOM.
NpoeHTudukatop Hactpoutb ngeHtundgukarop mapwpyrtusatopa OSPFv2.

Cetn OSPF t1na «To4ka-
ToYKa»

BbinonHuTb Hactporiky OSPFv2 anga ogHoi obnactm B cetn
TUMa «TOYKa-TOYKaY.

Cetn OSPF ¢
MHOIOCTaHLIMOHHBLIM
[0CTyrnom

Hactpoutb npuoputeTt nHtepderica OSPF, ytobbl NoBMMATL
Ha Bblibop mexay DR n BDR B ceTu ¢ MHOroCTaHUMOHHbBIM
OOCTYMOM.

N3meHeHne OSPFv2 ans
ofHon obnactu

BHeaputb Mogndukaumm, 4Tobbl KI3MEHUTL NpMHUMN paboTbl
OSPFv2 onsa ogHon obnacTu.

PacnpocTpaHeHne mapLipyTta
no yMonyaHuio

BbinonHuTb HacTporiky OSPF gnst pacnpocTpaHeHus
MapLupyTa no yMOJSI4aHuIo.

MpoBepka pabotel OSPFv2
ansa oaHowm obnacTu

MpoBepuTb NpaBUIbHOCTL pa3BepThiBaHus OSPFv2 ans
oaHoun obnacTtu.

Moaynb

MpuHUUNBI
obecneyeHus
6e3onacHOCTN ceTu

Tema

3apgava

OOBACHUTB, Kak HEMTpanu3oBaTb YSA3BMMOCTH,
Yrpo3bl U 3KCMIOWThI, YTOObLI MOBLICUTb
6e3onacHoOCTb CeTu.

TekyLnii ypoBeHb
knbepbesonacHoCcTu

Onucartb Tekywmnm yposeHb knbepbesonacHocTu u
BEKTOPbI NOTEPU OAHHbIX.

3H0yMbILLIJ'IeHHI/IKM

HasBaTb KaTeropum 3foyMblLLINEHHUKOB,
MCNOMb3YIOLLMX YS3BMMOCTU CETEW.

MHCprMeHTbI 3J10yMbILUTEHHUKOB

MepeyncnnTb MHCTPYMEHTbI 3/10YMbILLIIEHHUKOB
AN UCNONb30BaHWSA YA3BUMOCTEN CeTell.

BpepnoHocHoe MO

MepeyncnnTb TUMblI BpEOOHOCHOIO NPOrpaMMHOro
obecrneyeHuns.

PacnpocTpaHeHHble CETeBbIE aTakm

MepeyncrnnTb pacnpocTpaHeHHbIE CETEBLIE aTaku.

YassumocTtu IP 1 yrposbl

OBBbACHUTDL, KakK 3MOYMbILLMEHHUKN NOMb3YHTCA
yA3BUMOCTAMU nNpoTokona IP.

Yassumoctn TCP u UDP

OBBbACHUTD, KaK 3MOYMbILLMEHHUKN MOMb3YHTCA
ys3BUMocCTaMM npoTokorioB TCP n UDP.

IP-cepBuchI

OBBACHUTB, KaK 3M0YMbILLNEHHUKM NOMb3Y0TCS
ysa3BumMocTamu IP-criyx6.
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MpakTuyeckme pekomeHaauum no
obecneyeHunto cetTeBomn

MepeuncnuTb NpakTUYeckme pekoMeHaaLumm no
3alwuTe ceTu.

MpUHUMNLI co3aaHus
CMUCKOB KOHTPONS
JocTyna

BGesonacHocTH
WndposaHne OnucaTtb cTaHaapTHbIE NpOLEeCChl LWMdPOoBaHMUS,
ncnonb3yemble ANg 3aWmThl NepecblriaeMbiX
OaHHbIX.
Moaynb Tema 3apava

OB BACHUTL, Kak UCMOMb30BaTh CMUCKM KOHTPONS
[AOCTyMna B NONUTUKaxX CeTEBO 6e30MacHOCTU.

HasHaueHne CrncKoB KOHTPOSs
pocTyna

O06bscHUTE, Kak punbTpyeTcst Tpadumk ¢
NCMOMb30BaHWEM CMUCKOB KOHTPONS
poctyna (ACL).

LLIabnoHHbIe Macku B cnmnckax
KOHTPOJA AoCTyna

OOBACHUTDB, KaK MCMNOSb3YHTCS WabNOHHbIE MacKu
B CMMCKax KOHTPOsA AocTyna.

PekomeHgauum no cosgaHuto
CMMCKOB KOHTPONSA AocTyna

OOBbACHUTD, Kak co3gaBaTb CMUCKU KOHTPOSS
gocrtyna.

Moaynb

Cnunckn KoHTpons
Joctyna B
KoHurypaumsax IPv4

Tunbl CIMCKOB KOHTPONSA AocTyna
ansa IPv4

Tema

CpaBHUTb 0COBEHHOCTM CTaHAAPTHBIX U
pacLUMPEHHbIX CMIUCKOB KOHTPOMS AocTyna Ans
IPv4.

3apgava

CospgaTtb CNUCKU KOHTPONsA JocTyna Anst
unbTpaunmn Tpaduka n alnTbl
aAMWHUCTPATMBHOIO A0CTyna.

HacTpolika cTaHgapTHbIX CAUCKOB
KOHTpons goctyna ans IPv4

BbINOSHWUTL HACTPOWKY CTaHAAPTHbLIX CMMCKOB
KoHTpons goctyna ans IPv4 B uensx dunbtpaumnm
Tpadhuka cornacHo TpeboBaHUSAM K CETMU.

I3MeHeHMe CNUCKOB KOHTPONS
poctyna ans IPv4

PacckasaTb 0 pegakTMpoBaHMM CYLLECTBYHOLLMX
CTaHOapTHbIX CMUCKOB KOHTpons AocTyna ans |IPv4
C UCMOMb30BaHNEM MOPSAKOBLIX HOMEPOB.

3awmTta noptoB VTY ¢ noMOLLbLO
CTaHO4apTHOrO CrMcKa KOHTPONs
poctyna ans IPv4

BbINONHUTL HACTPOIiKYy CTaHAAPTHOrO CrMcka
KOHTpOMS OocTyna Ans 3aluTbl ocTyna Yyepes
VTY.

HacTpolika paclumMpeHHbIX CUCKOB
KOHTponsa goctyna gng IPv4

BbINOMHWUTL HACTPOWKY pacLUMPEHHbIX CMMCKOB
KOHTponsa goctyna gnga IPv4 B uenax counbTpaumm
Tpadmka cornacHo TpeboBaHNAM K CETMW.

Moaynb
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NAT gns IPv4 PeanusoBaTtb cnyx6bl NAT Ha MapLupyTusaTope

nepvmMmeTpa, 4Tobbl 06ecneunTb MaclLTabMpyeMocTb
IPv4-agpecos.

XapakTepucTukn TeXHOMNOrmm OB6bACHUTL Ha3HavyeHue u NpuHLMNbI paboThbl

NAT TexHonormm NAT.

Tunbl npeobpasoBarnst NAT OB6bACHUTL NPUHLUUMBI Pa3fMYHbIX TUMNOB
npeobpasoBaHns NAT.

MpeumywiecTtea Onucatb npenMyLLecTBa U HeQOCTaTKn

npeobpasoBaHnst NAT npeobpasoBaHnst NAT.

HacTtpovika ctaTtudeckoro BbINONHWUTL HACTPOWKY CTaTUYECKOrO

npeobpasoBaHnst NAT npeobpasoBaHnst NAT ¢ nomoLLbio HTepdenca
KOMaHOHOW CTPOKMU.

HacTtpovika guHamumyeckoro BbINONHWUTL HACTPOVIKY ANHAMUYECKOTO

npeobpasoBaHnst NAT npeobpasoBaHnst NAT ¢ nomoLLbio HTepdenca
KOMaHOHOW CTPOKMU.

HacTtpovika npeobpasoBaHusi BbInonHuTb HacTpoliky npeobpasoBaHus PAT ¢

PAT NMOMOLLIbIO UHTepdenca KOMaHOHON CTPOKMW.

NAT64 Mepeuncnnutb npuHumMnel padoTtel NAT gns npotokona
IPv6.

Moaynb Tema 3apava

OOBBbACHUTL, Kak TEXHONMOMN A0CTYyNa K rnobansHbIM
CETSM NOMOTatoT BhINOMHATL TpeboBaHusA GusHeca.

MpuHUMnbl paboTsl WAN

HasHayeHue rnobanbHbix ceten | OO6BbACHUTL HasHadYeHne rnobanbHbIX CETEN.

MpuHUMNbI paboTbl rnobanbHbIX
ceTem

O6bACHUTBL NPUHLUMMBLI PaboTbl rnobanbHbIX CETEN.

TpaguUMOHHbIE BO3MOXHOCTU
NOAKNIOYEHNs K rmoGanbHOM
cetu

CpaBHuUTe TpaaMLMOHHbIE NapaMeTpbl NOAKOYEHUs]
WAN.

CoBpeMeHHble BO3MOXXHOCTH
NoAKtYeHNs K rmodanbHomn
ceTu

CpaBHUTE COBPEMEHHbIE BapMaHTbl MOAKMOYEHNS K
rnobanbHou ceTu.

MopkntoyeHne yepes NHTepHeT | CpaBHuTe napameTpbl nogkntoveHns WAN Ha ocHoBe

WHTepHeTa.

Moaynb Tema 3apgava

MoHumaTb, kakum obpasom cetn VPN obecneymsatot
6e30MacHOCTb NOAKMHYEHMIN TUNA Y3€en-y3en» 1
yAarneHHoro gocryna.

MpuHumunel pabotsl VPN 1
IPsec

TexHonorus co3ganusi
BMPTYarbHbIX YaCTHbIX CeTen

Onucatb npenmMmyLlecrtBa TeXHOJ10rmn co3gaHmna
BUPTYalbHbIX YaCTHbIX ceTen.

© rrrr Cisco n/unu ee foyepHune komnaHuu. Bee npaea 3awmieHsl. KoHduaeHumansHas nHdopmaums kopnopauum Cisco
www.netacad.com

Ctp. 6139



Tunbl BUPTYanbHbIX YaCTHbIX
ceTen

MepeuncnuTb pasnuyHble TUMNbl BUPTYarbHbIX
YacCTHbIX CeTen.

Moaynb

MpuHUMNbI paboTbl QoS

MpoTtokon IPsec

Tema

OB6bACHUTD, KakK 3alUTUTL CeTeBOW Tpaduk npu
nomMoLum nHppacTpyktypbl IPsec.

3apgava

Ob6bsAcHUTD, kak peanusyetcs QoS Ha ceTeBbIX
yCTpOMNCTBaXx.

KayecTBo nepenayv gaHHbIX Mo
cetu

OO6bACHUTDL, KaK XapaKTepuUCTUKM nepegaydn Tpaduka
B CETU BMUSIOT HA KA4EeCTBO.

XapakTtepucTtuku Tpadguka

MepevncnuTb MUHUManbHbIe TpeboBaHWs K ceTu ans
nepefayv ronoca, Buaeo v Tpadguka gaHHbIX.

AnNroputTMbl opraHusauum
ovepeau

OnucaTb anropuTMbl opraHnsaummn ovepeau,
Ucnosnb3yemMble CETEBBIMU YCTPONCTBAMU.

Mogenu obecneyeHus
KauyecTBa 0bCnyXnBaHus

OnucaTb pasnuyHble Mogenu obecneyeHmnst kadecTea
ob6cnyxmBaHms (QoS).

Moaynb

YnpaBneHune cetamu

Cnocobbl obecneveHus
KauyecTBa 0bCnyXnBaHus

Tema

O6bACHUTL, KaKk MexaHW3Mbl obecrneyeHmns kKayecTsa
06CnyXMBaHUSA NO3BONSOT CHU3UTL NOTEPU Npu
nepenade OaHHbIX.

3apava

PeanusoBatb NPOTOKOJbI yNpaBlieHna ceTaMu ans
MOHUTOPWUHIra CceTu.

OGHapyXeHune yCTPOWCTB C
nomoLbio npotokona CDP

Wcnonb3oBatb npotokon CDP anst coctaBneHus
TOMONOrnn ceTu.

OGHapyXeHune YyCTPOWCTB C
nomoLbio npoTtokona LLDP

Mcnonb3oaTtb npoTtokon LLDP ansa coctaBneHus
TOMONOrnn ceTu.

Mpotokon NTP

PasBepHyTb npoTokon NTP mexay KIMeHTOM U
cepsepom NTP.

SNMP

O6bACHUTBL NpUHUUMBLI paboTbl npoTokona SNMP.

Syslog

O6BACHMTL NPUHLMUNBI PAabOTbl C CUCTEMHbBIM
XypHarnom.

Moppepxka cannosom
CMCTEMbI MapLupyTM3aTopa u
KoMMyTaTopa

Mcnonb3oBaTb kKOMaHabl AMs pe3epBHOro
KOMMpoBaHNA 1 BOCCTaHOBIEHNA hanna
KoHGurypauum 10S.

Moaynb

lMpoekTupoBaHue ceTen

YnpaBneHue obpasamu 10S

Tema

BbinonHuTb 0OHOBIEHUE obpasa cuctembl [OS.
3apgava

OO6BbACHUTL XapaKTEPUCTUKN MacLUTabnpyemMbix
CETEBbIX apPXUTEKTYP.
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Mepapxuyeckue cetu

OBBbACHUTL, Kak B KOMMYTUPYEMOW CETU
o6beanHATCA AaHHbIe, ronoc 1 BUAEO.

MacwTabupyemble ceTu

O6bACHUTL 0COBEHHOCTU NPOEKTUPOBAHMS
MacLuTabupyemMon ceTu.

KommyTaunoHHoe
obopynoBaHue

OB6bACHUTDL, KaK (PYHKLMOHAaNbHbIE BO3MOXHOCTH
KOMMYTaLMOHHOro o6opyoBaHMS NnomorarT
obecneuntb cOOTBETCTBME TPEOGOBAHUSAM K CETH.

Moaynb

Mowck 1 ycTpaHeHne
Hernonanok B CETU;
oTnagka cetu

O6opynoBaHue ans
MapLLpyTUsaumm

Tema

I'IepeqwcnvlTb TUMNbl MapLWpPyTNU3aToOpPOB, NOAXOoOaALLNX
Aana co3gaHuda KopnopaTtuBHbIX ceTen B CerMmeHTe
mManoro mnu cpegHero BGu3Heca.

3apava

Haxoautb 1 YCTPaHATb HENOJMaAKnU B KOPNopaTUBHbIX
ceTax.

[okymeHTauusa no cetu

O6BbACHUTL NPpUHUNUNbI COCTaBNeHNA OKyMeHTalnmn
Nno ceTun n ee NUcCnoJsib3oBaHNA An4d Nnoncka un
YCTpaHeHnA Henonaaok B CeTU.

Mpouenypa noncka u
yCTpaHeHus Henonaaok

CpaBHUTb cnocobbl MoOUCKa U yCTpaHEHMs1 Henonagok
Ha 6a3e CMCTeMHOro MHOroypoBHEBOIO NOAX0Aa.

WHCTpYyMeHTbI ANnsi moucka u
yCTpaHeHus1 Henonaaok

Onucatb pasfninyHble NHCTPYMEHTLI OJ1A NOUcCKa 1
YCTpaHeHNA Henonaaok B CeTu.

CvMNTOMBI M NPUYUHDI
npobnem ¢ ceTbto

OnpeaenuTb CUMNTOMbI U NMPUYKHBI MPOGNEM C CETBIO
Mpy MOMOLLM MHOTOYPOBHEBOW MOZENN.

Mowvck n yctpaHeHue
Henonagok c IP-
NOAKNIYEHNAMMN

BbINOMHUTBL NMOUCK U YCTpaHeHWe Henonanok B ceTu
Mpy MOMOLLM MHOTOYPOBHEBOW MOAENN.

Moaynb Tema

BupTyanusauus
cetn

3apava

PacckasaTtb 0 Lenu n HraHcax BUpTYyanmsauumuum ceTu.

pacnpeneneHHble BbIYNCITEHUA;
obnayHble BbIYMCIEHNS

OOBACHUTL BaXHOCTb 001a4YHbIX BbIYUCIIEHUI.

BupTtyanusauuga

O6BbACHUTL BaXXHOCTb BUpTYyanmsauyun.

ceTn

WHppacTpykTypa BUpTyanbHoOn

MepeyncnnTb NPUHLMMBLI BUPTyanusaumm ceTeBbIX YCTPOWCTB
n cnyxo.

CeTb

lMporpammHo-onpeaensemas

OnucaTb NporpaMMHO-ONpeaensieMyto CeTb.
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KoHTponnepsbl Onucatb KOHTPONMepsbl, UCNOMNb3yeMble Npu
nporpaMmMmpoBaHnKn CeTen.
Moaynb Tema 3apgava
ABTOMaTU3aLUA OO6bsACHUTD, kakoBa ponb API-nHTepdericoB RESTful n
cetn WHCTPYMEHTOB yrnpaBreHus KoHpuUrypauuen B
aBToMaTu3auum ceTu.
O630p aBTOMaTM3ALMMN Pacckasatb 06 aBTOMaTU3aumun.
dopmaTbl AaHHbIX CpaBHutb popmaTbl gaHHbIX JSSON, YAML n XML.
API-uHTepdericol O6bsAcHUTB, kKak API-uHTepdencel obecnevnsaioT obmeH
OaHHbIMM MeXay KOMMNboTepamMu.
Apxutektypa REST Ob6bsacHUTb, Kak apxutektypa REST obecneunBaet obmeH
OaHHbIMM MeXay KOMMNboTepamMu.
YnpaBneHue KoHurypawumsamm CpaBHUTb MHCTPYMEHTbI YIpaBeHUs KOHpUIypaunsmm
Puppet, Chef, Ansible n SaltStack.
CeTn Ha ocHOBE HaMepeHus u O6BbsAcHUTL, kak Cisco DNA Center nomoraeT co3gaBaTb CeTU
Cisco DNA Center Ha OCHOBE HaMepeHWs.
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