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Llenesasi ayautopusi

Mporpamma Cisco® Networking Essentials npegHasHayeHa anst cpegHux Wkon, konneaxen u ctygeHtos Cisco
Networking Academy®, KoTopble 3aMHTEPECOBaHbI B MPOXOXAEHUM BBOIHOTO Kypca Mo paGoTe C CeTAMM.

M peaoBapuTeribHaa noarotToBka

[ns npaBunbHOM O0TPaboTKM HABLIKOB yYalLMECS OOIMKHbI 3HATb OCHOBbLI MCMOMb30BaHNS KOMMNbIOTEPA
n NHTepHeTa.

Llenn ceptudumnkaymm
[na atoro Kypca uenesble cepTudmKaLmMm He NpegycMOTPEHbI.

OnucaHune y4ebHoro nnaHa

B aTOM kypce usydatoTcsi OCHOBbI ceTell. B HEro BXoaaT Takue TeMbl, kak B3anuMoaeicTBre YCTPOCTB B CETH,
ceTeBas agpecauusi U ceTeBble CrnyxGbl, NOCTPOEHUE AOMALLHEN CETU U HACTPOMKA OCHOBHbLIX NapaMeTpoB

6e30nacHOCTH, OCHOBLI HAacTpOKkK ycTporcTB Cisco, a Takke NpoBepKa U ycTpaHeHne ceTesbix NpobneM. B kypce

MMEETCS MHOIO (OYHKLMIA, MOMOTatoLLMX YHaLLUMMCS MOHATL Crieaytowmne KOHLENLUN.

e HacblilweHHOe MynNbTUMEANNHOE COAEpKaHUE, BKITHOYAst UHTEPAKTUBHbIE YNPaXXHEHWS!, BUOEO, UMPbI
1 KOHTPOJbHblE paboTbl, 06ecneunBaeT pasHble CTUNM 00yYeHUsl, CTUMYNUPYeT MHTEPEC K y4ebe
1 ynyJliaeT 3anoMuHaHne matepuana.

e [pakTnyeckue nabopaTopHble paboThl U ynpaxHeHust Packet Tracer, oCHOBaHHblE Ha MOAENMPOBaHUM,
MOMOratoT Y4aLLMMCH PasBUTb HABBLIKU KPUTUYECKOTO MbILLIIEHUS Y PELUEHUsI CIIOXHbIX 3adaq.

L] HosaTtopckue atTectaumm obecneuvBatoT HeMeOneHHy o6paTHy|o CBS3b A5 OLIEeHKN 3HaHWUN
n I'IpVIO6peTeHHbIX HaBbIKOB.

L] TexXHMYECKMNE NOHATUSA OO BACHATCS SA3bIKOM, MOHATHLIM 4115 ydqalwunxca HavarnbHOro ypoBH4A,
a BCTPOEHHbIEe MHTEePaKTUBHbIE 3adaHNA BHOCAT pa3H006pasme B yl-le6HbIl7I mMaTtepuan n 3akpennarT
nosiy4eHHble 3HaHUA.

e YueBHbIVi NnaH nobyxxaaeT yvalmxcsa 3agymaTtbes 0 AONONHUTENbHOM obpa3oBaHun B cpepe UT, HO
B HEM TaKXke npuaaeTcs ocoboe 3HavYeHne NPUMEHEHWIO HaBbIKOB M NMPaKTU4ECKOMY OMbITY.

e  Onepauwnu Cisco Packet Tracer paspaboTaHbl Ans ncnonb3oBaHusi ¢ Packet Tracer Bepcun He Huxe 6.3.

Llenun yyeBHoro kypca

Llene gaHHOro Kypca cocTouT B TOM, YTOObI 03HAKOMUTb Y4aLLUMXCS C CeTAMU, ceTeBbIMU Criy>kbamum

1 KOHdUrypaumen ycTponcTs, a Takke ¢ MapLupyTmusatopamu n kommytatopamu Cisco. bnarogaps
MHTEpaKTMBHBIM MaTepuanam Kypca yyalmmcs 6yaeT npoLue obMeHnBaTbCa 3HaHUAMM 1 OHU MOTYT noXenaTtb
pacLuMpuTL CBOM 3HAHUS O CeTax U NPOAOIKaTh Kapbepy B cdhepe CeTeBbIX TEXHOMOMMNA.

Mocne npoxoxaeHus kypca Networking Essentials v1.0 yyawuecsa cmoryT BbINOMHATL Criegylolime 3agayn.

e OObsICHEHME MPUHLMMOB B3aUMOAENCTBUS YCTPOUCTB KOHEYHbIX NOMb30BaTeNEN 1 NoKanbHbIX ceTen
¢ rnobanbHou ceTbio MHTEPHET.
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e OGbsicHeHWe TpeboBaHUA Ans CETEBbLIX NOAKMIOYEHUIA.

e Co3gaHue ceTu HeBGonbLLIOro pa3Mepa C UCMoNb30BaHNEM BCTPOEHHOIO CETEBOrO MapLUpyTusaTopa.
o OObsicHeHue BaxHOCTK IP-agpecaumu.

o OObsICHEHME NPOLIECCOB Nepefayn AaHHbIX MO CETU C MOMOLLbIO NPOTOKOMOB 13 Habopa TCP/IP.

o HacTpoiika MapLupyT3aTopa UHTErPMPOBaAHHOTO GECMPOBOAHOMO AOCTYNa U 6ECNPOBOAHBIX KITMEHTOB AJ1s
Ge30onacHoro noakntoYeHus K VIHTepHerTy.

¢ HacTpoiika 0OCHOBHbIX MapamMeTpoB CETEBOW 6E30MacHOCTY.
o Co3paHue NpoCToN KOMMbIOTEPHOW CETU C UCMONb3oBaHMeM ycTpoiicTe Cisco.

e [lonck un yCTpaHeHne pacnpoCTpaHeHHbIX Henonanok B JomallHeln ceTy U HebonbLuol GusHec-ceTu.

MwvHMManbHbIE CUCTEMHbBIE Tpe6OBaHVIF|

Onsa Hanny4wero kayecTsa oby4eHusi peKoMeHOyeTCs Krnacc, pacCunTaHHbI Ha Yyncno ydawmxesa ot 12 go 15, no
oaHomy nabopatopHomy MK Ha kaxgoro yyalerocsi. Ha ogHoM nabopaTopHOM KOMMbIOTEpE He AOMKHO
COBMECTHO paboTaTb Gornblue ABYX y4aLMXCS NPU BbINONHEHUW NabopaTopHbIX paboT. [Ans HEKOTOPbIX
nabopaTtopHbix paboT noTpebyeTcs, HTOObI KOMMBIOTEPbI YYaLLMXCS ObINN NOAKIOYEHBI K NTOKaNbHONM CeTu.

TpeboBaHua k 06opynoBaHuto Anst nabopaTopHbiX paboT
« [1Ba komnbioTepa nog ynpasneHvem Windows 10
e OpuH 6ecnpoBogHoii agantep NIC unu USB
e OauH MapLupyTmusaTop ¢ nHTerpnposaHHbiMn cepaucammn CISCO1941/K9 nokonerus 2 (ISR-G2)
o OpuH kommyTaTop Cisco Catalyst WS-C2960-24TT-L
e 1 mapLpyTusatop 6ecnpoBogHON CBA3M
e CmapToH 1nu NRaHLeTHbIN KOMMBbIOTEP B KA4ECTBE XOCT-YCTPOMCTBA
o PasHble noaxogsauwue kabenu Ethernet
e Pasbembl RJ45
o OBGXMMHOW MHCTPYMeHT RJ-45
o Kycaukn gnsi npoBonoku
o Knewwm ansa cHatus nsonauum
e TecTep kabenewn Ethernet (Heobsa3aTenbLHO)
o KoHconbHbIli kabenb DB-9 — RJ-45 ¢ agantepom DB-9 — USB npu HeobxoanmocTu

o Kabenb mnHn-USB — USB-A

TpeboBaHua k nporpaMmHoMy obecneveHuto ana nabopatopHbIx paboT

e Tera Term

O630p kypca Networking Essentials v1.0

QTOT KypC NPeaoCcTaBnseT UCUEPbIBAIOLLYIO0 BBOAHYIO MHGYOPMAaLIMIO MO CETEBLIM YCTPOMUCTBAM, KOHLENLUMSM

U HaBblkaM. Kypc NOMOXET yyallmMmcs NoNyYnTb KIHoYeBble HaBbIKW, BO3MOXHOCTU U 3HaHUS. Yyallumecs y3HatoT,
KaK HacTpauBatoTCsl CETU, Kak HaCTpanBatloTCs YCTPOUCTBA, Kak MPONCXOaWT B3aMOAENCTBYE B CETU, a Takke
OCHOBbI BHEZIPEHUS NepefoBbIX METOAOB ceTeBor GesonacHocTu. Kpome Toro, yyaluumecs nonyyart BBOAHbIE
cBefieHust 06 yCcTpaHeHUM Henonazok CeTy.
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KpaTtkoe onucaHue rnasbl

Ta6bnuua 1. KpaTkoe onucaHue rnaebl

aBa 1. OCHOBHbIe NPUHLMUNbI

1.1. O6MeH nHdopmaLmel BO B3aMOCBA3aHHOM
Mupe

1.2. INokanbHble ceTn
1.3. Co3gaHvie npocTon ceTu

naea 2. Ponb ceTel B Hallen NoBcegHEeBHOMN
XKU3HU

2.1. MNopgkntoveHune K cetn
2.2. ipyrue pekomeHaauunm no cetu

2.3. Kabenu n cpepa nepefaym gaHHbIX
maea 3. O6MeH AaHHbLIMU B NOKanbLHOU ceTn

3.1. MNpuHUMNbLI CBA3N

3.2. ObuleHue Ha s3bike CeTu

3.3. MpuHumnbl paboTtel ceTen Ethernet
3.4. Kak ycTpoeHbl ceTn?

3.5. MapuwpyTusauus B cetax

naBa 4. CeTeBasi agpecauus

4.1. IPv4-agpeca n macku nogcetu
4.2. Tunbl IPv4-agpecoB

4.3. Kak nonyuutsb IPv4-agpeca

4.4. Ynpaenenue IPv4-agpecamun

4.5. Agpecauus ¢ ncnonb3oBaHuem IPv6
'naBa 5. NpeaoctaBneHne ceTeBbIX CEPBUCOB

5.1. Kak B3anmMoaencTByIoT KNNEHTbI 1 cepBepbl

5.2. MNpoToKoMbl TPAHCNOPTHOIO YPOBHS B AENCTBUN

5.3. MNpoToKonbl NPUNOXEHU 1 YCNyru
naBa 6. CozgaHune gomaluHen cetn

6.1. YUto npeacraBnsieT cobor AoMallHAs ceTb?
6.2. Kak pabotaet Wi-Fi?

6.3. Hactpolika 6ecnpoBoaHoi cetu

6.4. Bbibop cepBuCOB MHTEPHET-NpoBalaepa

6.5. Bonpocbl 6e3onacHoCTv B JOMALLHEN CeTH
6.6. MobunbHble ycTpoiicTBa B CETU

naBa 7. CeTeBas 6e3onacHOCTb
7.1. NMoaBepratock Nu s pUcKy?

7.2. Tunbl ceTeBbIX atak

O6bsACHEeHUe NPUHLMNOB B3aUMOAENCTBUSA YCTPOMNCTB KOHEYHbIX Nofib3oBaTenen
W NoKanbHbIX ceTel ¢ rnobanbHoON ceTbio NHTepHeT.

O6bsCHEHMEe NPUHLMMOB Nepegayun MHgopMaumm no cetu.

ObbsicHeHVe ponen YCTPOUCTB B CETH.

Co3sgaHue paboTtocnocobHom ceTu.
O6bsAAcHeHUe TpeGoBaHUM ANA ceTeBbIX NOAKMIOYEHUNA.

O6bsicHeHne 6a30BbIx TpeboBaHU AN NOAKOYEHNS K CETU.
ObBbsiCHEHVE BaXXHOCTW NPefCTaBneHns ceTu.
MarotoBneHve kabens Ethernet.

CospgaHue ceTy He6oMNbLIOro pasmepa ¢ MCNONb30BaHMEM BCTPOEHHOro CeTeBOro
MapLpyTu3aTopa.

O6bsiCHEHVE BaXXHOCTM CTaHAAPTOB 1 NPOTOKOSIOB B Nepeave MHgopmaumm no cetu.
ConocTaBneHne ypoBHEN MOAENU NPOTOKONOB C (PYHKLMSIMU CETU.
OGbsICHEHNE NPUHLMMNOB Nepeaaymn AaHHbIx B ceTax Ethernet.
O6BbACHEHNE BaXHOCTM MapLLPYTU3aTOPOB M KOMMYTaTOPOB B CETH.
HacTtpolika ycTporCTB B f10KanbHON CeTH.

O6bsicHeHue BaxHocTu IP-agpecauunu.

O6bsicHeHne komnoHeHToB IP-agpeca.

O6bscHeHne ocobeHHoCTel pasHbix TunoB IPv4-agpecos.
Hactporika DHCP-cepBepa.

ObbsicHEHVE HeOBXOANMOCTH NYBNUYHBIX 1 YaCTHBIX aApECcoB.
O6bscHeHne HeobxoaumocTu IPv6.

O6bsicHeHUe NPOLLeCCOB nepeAaym AaHHbIX MO CETU C MOMOLLbLIO NPOTOKOSOB U3
Ha6opa TCP/IP.

O6bsCHEHVE NPUHLIMIOB A0CTyNna KIIMEeHTOB K MHTepHEeT-CepBMcam.

O6bsCHEHUE TOro, Kak NPOTOKOJIblI TDAHCNOPTHOIO YPOBHA NOAAEPXKUBAKT nepefavy AaHHbIX
no cetun.

O6bsCHEHNE DYHKLMIA TUMOBBIX KIMEHT-CEPBEPHbBIX BED-NPUNOXEHNIA.

HacTtpoiika maplupyTusaTtopa UHTerpupoBaHHoro 6ecnpoBoAHOro AocTyna
1 6ecnpoBOAHbIX KITMEHTOB AnsA 6e30nacHoOro NoAknoYeHUs K UHTepHeTy.

CpaBHeHuWe pa3HbIX TUNOB CETEBbIX NOAKMOYEHNA.

O6bscHeHne npuHumnos paboTbl Wi-Fi.

MopxnioyeHne GecnpoBoaHbIX KNMEHTOB k 6eCNPOBOAHOMY MapLUpyTU3aTopy.
CpaBHeHWe BapuaHTOB NOAKMIOYEHUS K UHTEPHET-NpoBaiaepy.

HacTpolika ycTporicTBa 6€CNpOBOAHON NOKanbHOW CeTU ANs 3aluUTbl AAHHbIX U CETU.

ObbsicHeHVe cnocoboB HaCTPOWKM MOBUITbHBIX YCTPOWCTB NS UCMONb30BaHNUS Pa3nnyHbIX
TexHonorni 6ecnpoBOAHON CBA3MN.

HacTtpoiika OCHOBHbIX NapaMeTPOB CeTeBON 6Ge30MacHOCTH.
OnvcaHue yrpo3 ceTeBoi 6e3onacHocTu.

Onucaxune ApYrux BUAOB Yrpo3 CETeBOW 6esonacHocTu.
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7.3. Kak 3almTuTh CBOIO CETL?

7.4. Kak 6paHamayapbl 3awwuiaoT ceTu?
naBa 8. HacTpoika yctpomncTts Cisco

8.1. Yctpornctea Cisco Ans nokanbHon cetu
8.2. YCTpONCTBa MEXCETEBLIX B3aMMOAENCTBII
8.3. O630p Cisco 10S

8.4. Vicnonb3oBaHune komaHg show

8.5. Hactpolrika cetu Cisco

nmasa 9. TecTupoBaHue, NONCK U yCTpaHeHne
Hernonapok

9.1. Yto penartb, ecnu 4To-TO He paboTtaet

9.2. Mowck 1 ycTpaHeHne Henonagok cetewn

9.3. BbIsiBNEHVE 1 peLleHne pacnpoCTpaHeHHbIX
npo6nem

9.4. Pabota co cnyx60i noaaepxXku 3aka34ynkoB

O6bsICHEHME TOTO, KaK NPOrpamMMHbIE CPEACTBa MOTYT HEMTPAnNMU30BaThb yrpo3bl CETEBON
6e3onacHocTy.

Hactporika 6paHamayapa Ans KOHTPOns ceTeBoro Tpaduka.

Co3paHue NpocTo KOMMbITEPHON CeTU C ucnonb3oBaHueM ycTpoucTs Cisco.
O6bsicHeHne 6a30Bbix PYHKLUMI kKOMMYTaTopoB Cisco Ans nokarnbHOM CeTu.
O6bsicHeHne dyHkuuii mapLupyTtusatopa Cisco ans manoro 6usHeca.

O6bsicCHEHNe NpuHUMMOB Kcnonb3oBaHus Cisco 10S.

Mcnonb3oBaHne 0CHOBHbIX KOMaHA Show A1si IPOCMOTPa COCTOSIHUS YCTPOICTB.
Co3sgaHvie ceTn C KOMMyTaTopamu 1 MapLIpyTU3aTopamu.

Mouck n ycTpaHeHue pacnpocTpaHeHHbIX HEMoNaAokK B AOMAalLUHEN CeTU U HeGonbLuon
6usHec-ceTu.

O6bsCHEHNE OENCTBUIA, KOTOPbIE HY)XHO BbINOMHWUTB, €CNU HOBasi KOHUrypauusi He oTBevaeT
OXNOAHNAM.

MoWCK 1 yCTpaHeHNe CEeTEBbIX HEMOMaAoK C MOMOLLBIO TUMOBbLIX CETEBbLIX CIYKEBHbIX
nporpamm.

VCTpaHeHme Henonagok ¢ ceTeBbIMU NOAKIMTHYEHUAMMN.

O6bsicHeHNe nopsiaka B3aumMoaencTBusi co cnyx60oi NoaaepXKkn 3akas3ymKoB.
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Cisco v ntoboi apyron komnaruei. (1110R)
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